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Abstract

We consider the energy efficiency of error control mechanisms for wireless communication. Since
high error rates are inevitable to the wireless environment, energy efficient error control isan
important issue for mobile computing systems. Although good designed retransmission schemes can
be optimal with respect to energy efficiency, they can introduce problems to fulfill the required QoS of
an application. Since the channel conditions and the requirements vary dynamically, we concentrate
on adaptive implementations of error correction mechanisms.

Error correction mechanisms traditionally optimize the performance and provide an optimal solution
to withstand all possible errors. In the context of energy consumption we have studied the energy
efficiency of three different error correction mechanisms and have implemented these in software. We
show that the energy efficiency trade-off between error correction and communication can have a
great impact on the energy efficiency of asystem. It will be shown that from energy efficiency
perspectiveit is not aways profitable to minimize the number of bits transmitted over the air.

A general strategy will be provided that can be used to determine an energy efficient error correction
scheme of aminimal system consisting of a general-purpose processor and awirelessinterface. Asan
example we have investigated a system with a WavelL AN card as wireless interface.

Keywords: error correction, Reed-Solomon, EVENODD, energy efficiency, wireless communication,
Quality of Service

1. I ntroduction

Portable computers like PDAs and laptops that use wireless communication to interact with the
environment must rely on their limited battery energy for their operation. Power consumption is
becoming the limiting factor in the amount of functionality that can be placed in these devices
[Havinga 97]. More extensive and continuous use of network services will only aggravate this
problem [ Stemm 96]. The design of the wireless communication protocols must be done very carefully
and consider judicious use of the available energy. Since high error rates are inevitable to the wireless
environment, energy efficient error control is an important issue for mobile computing systems. In this
paper we investigate the energy efficiency of error control mechanisms.

Error control mechanisms traditionally trades off complexity and buffering requirements for
throughput and delay. In classic error control schemes the main design criteriais on optimizing the
performance and provide an optimal solution to withstand all possible errors [Lin 84, Liu 96, Cho 94].
In the context of energy constraints, error control mechanisms - and error correction mechanismsin
particular - show atrade-off between added complexity and computation and increased
communication. In our approach we apply energy consumption constraints to the error control
mechanisms in order to enhance energy efficiency under various wireless channel conditions. In a
wireless environment these conditions not only vary dynamically because the physical conditions of a
wireless system can vary rapidly, they can also vary because the user moves from an indoor office
environment to a crowded city town. Not only the characteristics could have changed, it is even
possible that a complete different infrastructure will be used [Smit 98]. The communication interface
of the mobile must not only be able to adapt to these situations and provide the basic functionally, it



must also do it energy efficient in all these situations. An adaptive approach to error correcting
mechanisms will shown to be energy efficient.

We define the ener gy efficiency e as the amount of data processed divided by the energy that is
consumed to process that data’. For examplein an error correction mechanism the amount of data
equals the number of source packets, and the energy consumed is the amount that was needed to
calculate the redundant packets.

11 Error control in communication systems

In any communication system, there have always been errors and the need to deal with them. Basically
there are two methods of dealing with errors:

e Retransmission

Retransmission methods, such as ARQ (Automatic Repeat reQuest) and variants such as Go-Back-
N (GBN) or Selective Repeat (SR) recover errors by re-transmitting the erroneously received
packet [Lin 84]. The missing packets are retransmitted upon timeouts, or from explicit requests
from the receiver.

e FError correction

Error corrective coding can be used to preserve the integrity of received data. With this technique
redundant information is sent with the message, such that the receiver can allow some errorsin the
received message and so eliminates the need for retransmission of the data. This addition of
redundancy is called Forward Error Correction (FEC).

Computer communication generally implements areliable data transfer using either methods or a
combination of them at different levelsin the protocol stack. Error correcting codes like FEC are
mainly used at the data link layer to reduce the impact of errorsin the wireless connection. In most
cases, these codes provide less than perfect protection and some amount of residual errors pass
through. The upper level protocol layers employ various block error detection and retransmission
schemes (see e.g. [ Shacham 90, Huitema 96]

12 Scope and related work

In our study we focus on the energy efficiency of error control schemes for communication protocols
on the wireless channel. In particular we concentrate on error control schemes for systems where
Quality of Service (QoS) provisioning isamajor concern [Borriss 95], e.g. in wirdess ATM systems
[Prycker 94]. In these systems QoS is used to control and manage the available resources for
multimedia traffic. These communications will include video, audio, images, and bulk datatransfer. In
multimedia traffic important parameters are jitter, delay, reliability, and throughput [Ferrari 92].

Compression methods such as MPEG or MPEG 2, are very sensitive to cell losses, since these errors
would cause multiple errorsin the structure of the decompressed data, e.g. instead of afew pixels, a
series of complete frames could be lost. Error correcting codes can be beneficial in thisfield to allow
more aggressive encoding, and thus save communication resources’.

In the presence of stringent QoS and energy consumption constraintsit is very hard to use
retransmission techniques as basic error control mechanism for several reasons.

e Firgt of dl, some of the retransmission techniques affect the QoS dramatically when the error
conditions become bad. Thisis mainly caused by the fact that errors on the wirelesslink are
propagated in the protocol stack. A typical exampleis TCP/IP that misinterprets errors on the
wireless link as collisions and responds to losses by invoking congestion control and avoidance
algorithms. The result not only unnecessary reduces the link's bandwidth utilization, but also
introduces delays and jitter. Furthermore it increases energy consumption due to several reasons
(more communication overhead, more transitions, longer communication time, etc.). Severa
solutions have been proposed [Balakrishnan 96, Mathis 96] such as: end-to-end protocols, where
the sender is aware of the wireless link; link-layer protocols, that provide loca reliability and

! The energy efficiency isthe inverse of the costs to process a certain amount of data.

2 Note that also in this field there exists a trade-off between a reduction in communication versus the added computation.
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shields the sender from wirel ess losses; and split-connection protocols, that break the end-to-end
connection into two parts at the base station. However, the focus with these solutionsis mainly on
increasing the throughput, and not on preserving QoS and energy efficiency.

e Secondly, classic ARQ protocols overcome errors by re-transmitting the erroneously received
packet, regardless of the state of the channel. Although in this way these retransmission schemes
maximize the performance — as soon as the channel is good again, packets are received with
minimal delay - the consequenceis that they expend energy. In probing mechanisms, as proposed
by [Zorzi 97], the transmitter enters a probing state when the channel conditions deteriorate. In
this state the transmitter sends a short probing packet every so often, so that is able to detect when
the channel conditions improve. Although this provides an improvement in the energy efficiency,
it alsointroduces adightly greater delay and jitter. When little delay is alowed, then ARQ
performs worse than error correction mechanisms [Zorzi 98]. On the other hand, when the
tolerable delay is large enough, ARQ outperforms error correction mechanisms, since the residual
error probability tends to zero in ARQ with a much better energy efficiency than error correction
methods. In ARQ retransmissions occur only when needed, and bandwidth is not wasted a priori
asin FEC. Solutionsto provide a predictable delay at the medium access control layer by
reserving bandwidth for retransmission are available [Figueira 98], but might spoil bandwidth.

e Another often neglected side effect in ARQ schemes is that the round-trip-delay of arequest-
acknowledge can also cause the receiver to be waiting for the acknowledge with the receiver
turned ‘on’, and thus spoiling energy. Only with a properly designed energy efficient MAC
protocol this effect is negligible. However, nowadays the most MAC protocols only consider
throughput and performance as important design criteria, and energy efficiency is no item (the
main energy constraints come from the maximal allowable current for a PC-Card [Awater 97]).

e Areas of applicationsthat can benefit in particular from error correction mechanisms are multicast
applications [Nonnenmacher 96]. Some of these applications, e.g. audio and video-conferencing
tools, tolerate losses with arelatively graceful degradation of performance. Others, such as
electronic whiteboards or diffusion of information over the network, like electronic newspapers,
requirereliable delivery of al data[Rizzo 97]. Even if the QoS requirement is not that demanding,
insuring the QoS for al receiving applicationsis very difficult with retransmission techniques
since multiple receivers can experience losses on different packets. Individual repairs are not only
extremely expensive, they also do not scale well to the number of receivers. Reducing the amount
of feedback by the use of error correction, leads to asimple, scalable and energy efficient protocol.

e Finally, ancther areain which FEC can be beneficial is for the control messages of awirelesslink,
e.g. the control messages for a Medium Access Protocol (MAC). Although these control messages
might be tolerable for errors, the throughput can be reduced dramatically in case of errors. For
example, when in aTDMA scheme - where traffic control information is being transmitted from
base-station to mobile - the control message is lost, then no data-transfer during one time frame
can take place. When the traffic on the link has QoS guarantees, then the occurrence of one single
bit error in the control message might have dramatic effects.

Severa simplereplications for ALOHA have been considered that minimize the expected delay of
asuccessful transmission and improve the throughput-mean-delay characteristics [Birk 98]. In
MAC protocols where contention is a significant issue (like ALOHA), adaptive retransmission
techniques which try to avoid transmission during bad channel periods, yield agood energy
efficiency [Chockalingam 98]. These techniques however can easily misinterpret single bit errors
for collision, slow down the link throughput and thus reduce the QoS.

These are some considerations, we have no intention to provide a complete list. A more detailed
comparison of the performance ARQ and FEC techniques has been done by many researchers (e.g.
[Zorzi 98]), and will not be part of our research. The main conclusion that can be drawn from these
considerationsis that although good designed retransmission schemes can be optimal with respect to
energy efficiency, they can introduce intolerable low performance in delay, jitter and bandwidth to
fulfill the required QoS of the application. Although error correction schemesin most cases consume
more energy due to increased computation and communication, they can provide the constant quality
and stringent delay provisions required for multimedia traffic.



1.3. Overview

The goal of thisresearch is to determine which error-correcting mechanisms should be used in a
wireless environment with stringent QoS, and which parameters they should apply to obtain the most
energy efficient solution for avariety of error conditions in awireless environment. In particular we
will study the smple parity code, the well-known Reed-Solomon code, and the less known
EVENODD code [Blaum 95] that was designed for a system of redundant disks (RAID). We
concentrate on an implementation in software. An additional goal isto determine which parameters
should be used when the cost for communication isincorporated as well.

First we will provide in section 2 the general strategy that we will use for error correction. We start
with the error model that we use, and will argue that the network communication layers do not see the
raw physical channel, but a modified channel. The residual channel characteristic after the physical
and link layer processing is based on erasures of packets. The errors that occur are mostly burst of
errors of up to 50 ms. The error correction mechanism therefor hasto reconstruct erased packetsin a
stream. Section 3 gives a short overview of error correcting codes. After a short introduction of the
selected codes, arelation of the energy efficiency is determined. Section 4 shows the results of an
implementation of the three mechanisms on a general-purpose processor. The energy efficiency factor
of our implementation and the pre-conditions for it will be determined for all three mechanisms. The
section finishes with a comparison (4.6). The results from this section are used in section 5 to
determine the energy efficiency of aminimal system consisting of a general-purpose processor and a
wirelessinterface. As an example we determine the energy efficiency of error control on such a
system with aWaveL AN card. We will finish with some conclusionsin section 6.

2. General strategy

2.1. The error model

Wireless networks have a much higher error rate than the normal wired networks. The errors that
occur on the physical channel are caused by phenomena such as signal fading, transmission
interference, user mobility and multi-path. The most relevant errors that occur are related to block
errorsthat have a bursty nature. Burst errors are sequences of corrupted or lost bits covering a period
of up to afew hundred milliseconds, which degrade the quality of the low bandwidth wireless
channels.

In this study we do not deal with the physical layer or on the mechanisms involved like coding and
power control. Our starting point is on the interface between the physical transceiver and the higher-
level communication system. Most wireless transceiver hardware of wireless systems has some error
correction mechanisms build-in to overcome or reduce the impact of the errors on the physical
channel. However, it isusualy inefficient to provide a very high degree of error correction. Thusin
many cases such mechanisms provide less than perfect correction, and some residual errors pass
through. The network communication layer therefore does not see the raw physical channel, but a
channel modified by the physical layer that has aresidual error characteristic [Zorzi 96].

The basis for most currently designed wireless systems will likely be packet switching communication
schemes that manage data transfer in blocks that contain multiple symbols (or bits). Inan ATM system
the basic data block sizeisone ATM cell, or 53 bytes. Depending on the network interface and the
medium access (MAC) protocols being used, the packet size may be greater, and involve ATM
adaptation layer (AAL) frames of multiple ATM cells. Lower level ATM layers (network layer or
adaptation layer) generally provide error detection by using checksums (e.g. Cyclic Redundancy
Checksums (CRCs). Corrupted packets are identified and discarded. For the transmission of
unidirectional video data through an ATM network, the CCITT (ITU-T) has specified an AAL1
transport scheme which uses forward error correction (FEC). Retransmission of ATM cellsis hard to
implement and needs substantial buffering, since the ATM system requires an in-order reception of
cells.

Theresidual channel characteristic after the physical and link layer processing is therefore based on
erasures, i.e. missing packetsin a stream [Rizzo 97]. Erasures are easier to deal with than errors, since
the exact location of the missing data is known. In the following we will discuss error-correcting
mechanisms in general, and consider erasure-correcting codes as a specid case.
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Figure 1: Thetwo-state error model.

We use atwo-state error model, as shown in Figure 1, to represent the quality of awireless channel
between the mobile and the base-station. The two states in the model represent error and error-free
periods. During the good state bits are transmitted without errors. The bad state occurs when bits are
lost or corrupted. Such amodel iswell suited to capture the occurrence of burst errors. The quality of
the channel (good or bad) in such a model depends only on the current time. This differs from a model
that non-stochastically corrupts a small percentage of the bitsin transit over the wireless channel.

In our experiments we use this model by using adistribution for the periods spent in the good and bad
states. We analyze and perform experiments with error correcting mechanisms that can recover from a
wide range of error rates, and can tolerate alarge error-burst. The bad state period of arealistic system
in awireless office building environment can be up to 50 ms [Zorzi 98]. On a2 Mb/s wireless system
one ATM cell takes about 0.2 ms, so the bad period time in such a system is equivalent to bursts of up
to 250 ATM célls.

2.2. The encoding packet model

The basis for our model will be packet switching communication schemes that manage data transfer in
blocks that contain multiple symbols (or bits). Errors that might have occurred on the physical layer
result either in erasures or in packet errors. Both errors and erasures are assumed to be detected by
some detection technique, and the whole packet will be discarded. Error detection is often based on a
checksum using a Cyclic Redundancy Code (CRC). We will ignore the overhead involved with error
detection in our model, since the computation of the CRC requires little overhead, and is already
provided in the protocol or hardware of many communication systems.

Figure 2 shows a graphical representation of the error correction mechanism. The sender collectsa
number of source data packetsin a buffer. When the buffer isfull, the datais encoded, and the
encoded datais transmitted. The receiver is able to reconstruct the original data from a subset of the
encoded data, and so can allow the erasure of some packets.
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Figure 2: Graphical representation of error correction.

If the encoded dataincludes a verbatim copy of the source data, the code is called a systematic code.
The advantage of a systematic codeisthat it allows a simple reconstruction of the source data when
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there are few losses. In this research we will consider systematic codes that consist of the original
source data packets supplemented with redundant packets. We will denote the number of source
packets as k, the packet size as S, the number of redundant packets m, and the number of encoded
packets as n. Such acode is called an (n,k) code and allows the receiver to recover from m (=n-k)
losses in agroup of n encoded packets. This structure can be seen asan () x (k+ m) array in which
the columns represent a packet of length S the first k columns represent the source data packets, and
the last m columns represent the redundant packets. All packets together build up one frame. Figure 3
gives agraphical representation of this scheme.
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Figure 3: Representation of an encoded frame.

The calculation of the contents of redundant packet ¢; requires the function F; applied to all source data
packets d. The coding method breaks up each packet into symbols. The size of a symbol can be
anything, but generaly it isamultiple of 8 bits. The coding functions F; operate on a symbol-by-
symbol basis. However, to make the notation simpler, we can assume the coding function to operate
with a packet as a computational element. Thus we have to compute m redundant packetsc,, ..., Cn
from k data packets dy, ..., dy, in such away that the erasure of m packets can be tolerated. To compute
redundant packet ¢; we apply function F; to all data packets:

C = F| (dl, dz, . dk) (l)

We define the encoded packets ey, .., €, to consist of a concatenation of the source packets and the
redundant packets.

Suppose that up to m packets are erased, then we can reconstruct the original data by applying some
function F* on at least k correctly received data packets e to recover an erased packet. The not
correctly or erased packets are not used.

d=F"'(e,e,.,e) (onkcorrectpacketsfrome; ..e,) (2)

The problem of error correction can be defined with our packet model as defining function F to
cal cul ate the redundant packets; and finding function F ** to reconstruct the lost packets when up to m
packets have been erased.

3. Error correction techniques

Error-correcting techniques are generally based on the use of error detection and correcting codes.
These codes have been studied for some time now. They were first discovered abstractly in 1945 when
Claude Shannon proved a theorem which stated that, even with a noisy channel, there exist waysto
encode messages such that they have an arbitrarily good chance of being transmitted safely. The first
construction of error-correcting codes wasin 1947, at Bell Labs, by a mathematician named Richard
Hamming. He devised ways to encode the input to a computer such that the computer could correct
isolated errors. Soon after, Marcel Golay generalized Hamming's construction, and constructed codes
that corrected one error per word which used p symbols (rather than just 0 and 1) for p prime. Healso
constructed two codes that correct multiple errors.

Nowadays error-correcting techniques are being used in many fields of information processing, and
particularly in telecom systems. Further practical applicationsinclude storage in computer memories
(RAM), and magnetic and optical storage systems. Error-correcting codes have also been used in
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‘Redundant Arrays of Inexpensive Disks' (RAID) systems where batteries of small inexpensive disks
were used to combine high capacity, bandwidth, and reliability all at low cost [Patterson 88]. Since
then the technigue has been used to design multi-computer and network file systems with high
reliability and bandwidth [Hartman 93].

The RAID failure model has some similarities with our error model that is based on erasures. In both
models k blocks of source data are encoded to produce n blocks of encoded data, in such away that
any subset of k encoded blocks sufficesto reconstruct the source data. Such acodeis called an (n,k)
code. So, an (n,k) code can tolerate the erasure of (n-k) blocks of data, and the maximum error rate is
thus (n- k) / n.

For small number of devices n, one redundant device is often sufficient for fault-tolerance. Thisisthe
RAID level 5 configuration, and the coding techniqueiscalled ‘ n+1-parity’. With n+1-parity, thei-th
byte of the redundant device is calculated to be the exclusive-OR (XOR) of thei-th bit of each data
device. If any one of the devicesfails, it can be reconstructed with the XOR of the remaining n
devices.

Asn grows, the ability to tolerate multiple failures becomes important. The most general technique for
tolerating m simultaneous failures with m redundant devices is a technique based on Reed-Solomon
coding [MacWilliams 77, Berlekamp 68]]. This technique however requires computation over finite
fields and results in a complex implementation. An attractive compromise might be a scheme like
EVENODD that only requires simple exclusive-OR operations and that it is able to tolerate two
failures. In this paper we will compare the energy efficiency of these mechanisms.

The size of the block isfor aRAID system generally much larger than for communication systems. In
RAID systems the block size can be a disk sector, but may even be a complete disk; whereas
communication systems deal with packet sized data. The block size that is used in telecommunication
systemsis even smaller: from several bytesto maximal afew hundred bytes.

The major differenceisthat in aRAID system amgjor concern is the update-penalty, which isthe cost
required to update the encoded data when datais written to a device. In communication the only two
processes are encoding and decoding, and the major concerns are complexity and memory
requirements.

In the following section we will give an overview of three error correcting codes and the complexity
of the agorithms. In particular we will look at parity coding (k+1,k), EVENODD coding (k+2,k), and
Reed-Solomon coding (n,K).

3.1 Parity coding

Parity coding is the simplest form of error correcting codes. It is an (k+1,k) code so that it allows one
failure that can be reconstructed.

Data encoding

We can describe (k+1,k) code with one redundant packet c; as follows: to compute c;, we take the
exclusive-OR (also called the parity) of the data symbols:

ClzF|(d1,d2,...,dk)zdl@dze...@dk (3)

Data recovery

If packet d; fails, then each word may be restored as the parity of the corresponding words on the
remaining packets:

d=F"'(enL&,..6)=h@...0d &4, @... D, (4)

Energy efficiency of parity coding

Both encoding and decoding requires k exclusive-OR operations to be performed on each data symbol
with size s. Thus the overhead to process k source packetsis O (k.s). Therefore, the energy efficiency
&, (which can be seen asthe inverse of the overhead costs) is:

&= Ey/k (5)



(Ep isthe energy efficiency factor for parity coding in a particular implementation). This shows that
the most energy efficient coding is the smallest parity code that involves two data source packets and
one redundant packet. Although this gives also a good error correction rate, it also involves a
significant communication overhead.

3.2. EVENODD coding

In this section we will give a short overview of the EVENODD algorithm based on the paper by
Blaum et al. [Blaum 95], and focus on the impact of a possible implementation.

The EVENODD coding scheme is an (k+2,k) code. It was intentionally meant for tolerating two
failuresin RAID architectures, but we will show that it is also suitable in communication systems.

The basic scheme requires the number of source packets k to be a prime number. However, thisis not
avery hard constraining requirement. If we want to use a non-prime number for k, then we can take
the next prime following the required k, and assume the extraimaginary packets to contain zeros. The
packet size Sisfor simplicity restricted to contain (k — 1) symbols. Thisrestriction is not hard too
because a symbol can be of any size, and we can introduce imaginary data also to fill the columnsto
the required size. The imaginary zeros introduce some overhead when the packet sizeissmall and kis
large. As we assume the basic communication e ement to be an ATM cell, asymbol will likely be a
multiple of 53 bytes.

k 2
tG—r >

| source data packets

k-1
symbols

redundant data packets

< >

Figure4: Basc EVENODD frame.

So, the packet model can be considered asan (k— 1) x (k + 2) array, k a prime number, such that the
symbol dj, 0<i < (k—1),0<j < (k—2), isthei-th symbol in thej-th packet. The last two packets (k
and k + 1) are the redundant packets. In the description of the decoding we will assume an imaginary
O-row after thelast row, i.e. di.1; =0,0<j < k-1

In the following description we will use the following notation: j = [n|nasj = n(mod m) with0<j <
m-1.

Data encoding

There are two types of redundancy: horizontal redundancy and diagonal redundancy. The redundant
value of each is stored in aredundant packet. The value of the horizontal redundancy (stored in packet
k) isthe exclusive-OR of packetsO, 1, ..., k—1. Thisisthus exactly the same as with simple parity
encoding. Packet (k+1) carries a diagonal redundancy. Thisis calculated using the exclusive-OR of the
diagonals of the matrix and P. P is calculated via the exclusive-OR of aspecial diagonal. So, for
example the first redundant symbol in redundant packet k +1, denoted as dy 1, is calculated with:
o1 =P @ doo @ 22 @ ... ® dyy.q. Since the source packet matrix isan (k— 1) x (k) matrix, one
diagonal is not calculated. This diagona (formed by the indices (k-2,1), (k-3,2), ..., (0,k-1)) isused to
determine the value of P. P determines whether the diagonal redundancy is either even or odd.
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Figure5: EVENODD coding examplefor k=5.

An example of an encoded frame with symbols of one bit is shown in Figure 5. Notice that
P= d3’1 @ d2,2 @ d1’3 @ d0'4. , and e.g. d2’6 is obtained as follows: d2’6 =P d2,0 @ d]_']_ @ d0,2 @ d3'4.

Data recovery

Data encoded with the EVENODD scheme is able to recover maximal two packet erasures. Note that
recovering is also possible for finer grained erasures: i.e. not al erasures need to be in the same two
packets. Depending on the topology of the symbol erasures up to 2(k — 1) symbol erasures can be
restored. When we evaluate and compare the performance of the coding schemes, we will discussthis
property in more detail (see sections 3.4 and 4.6).

Reconstruction when only one packet is erased (and assuming it is not a redundant packet) issimple as
the missing packet can be retrieved using the exclusive-OR of the packets.

When two packetsi andj,0< i <j < k+ 1, are erased, then we have four cases:

i=kandj=k+1

Both redundant packets are erased, but since they are redundant no recovery is needed.
i<kandj=k

Which means that a data packet and the horizontal redundant packet are lost. To recover packet i
we first determine P by taking the exclusive-OR of symbol |i — 1 | of the redundant packet (k + 1)
and the symbols of the diagonal belonging to symbol (k, i). (Remember that we assume an
imaginary O-row after the last row, i.e. a1 = 0, 0 < j < k—1) Then the missing symbols can be
recovered using the exclusive-OR of P, symbol |i — 1 |, of the redundant packet (k + 1), and the
non-erased symbols of the diagonal corresponding with the missing symbol. So, when for
examplei=2,then P =dy 1 ® (dp1 @ k2 ®... @ dyx.1). Symbol (0,2) can be found using: dy, = P
@ dl,k+l @ (dz'o @ dl,l @ dk'3 @ @ dg'k).

i<kandj=k+1

One data packet and the diagona redundant packet are lost. We can recover packet i by taking the
exclusive-OR of the valid data-packets.

i<kandj<Kk

Both erased packets are data packets. In this case we cannot reconstruct the data using the parities
separately, asin the previous three cases.

First we need to compute the diagonal parity P by calculating the exclusive-OR of the symbolsin
packets mand m+ 1. Then we calculate the horizontal and vertical syndromes S0 and S1. A
syndrome consists of m—1 symbols. The syndromes are basically calculated using the exclusive-
OR of the horizontal packets, and the diagonal packets. Now the missing packets can be
reconstructed. First the scheme recovers a symbol using the exclusive-OR of one element of the
diagonal syndrome S1 with a correct symbol. Then the just recovered symbol is used to recover an
other symbol by calculating its exclusive-OR with S0. Recovery can formally be written as: ds; «—
Sljigm @ st -ipmi aNd dsj «— Ds @ ds; inwhich s ¢ |s-(j-i)-1|» and sinitialy equals to —1.

Energy efficiency of EVENODD coding

Encoding for the horizontal parity packet requires k exclusive-OR operations to be performed on each
dataitem. The diagonal parity requiresk + 1 exclusive-OR operations, including the calculation of S.
This makes the total encoding complexity O( s. (2k +1)). Therefore, the energy efficiency e (that
relates the amount of data per energy consumed) is:



€soe = Eeoe/ (2k + 1) (6)
(Eeoe isthe energy efficiency factor for encoding EVENODD).

The decoding overhead is dependent on the number of erased packets, which packets are erased (i.e.
whether redundant packets are involved or not), the number of source packets k, and onthe size sof a
packet. We will only deal with the complexity of the erasure of two data packets as thisis the most
common case, and the most complex.

This case has three main steps. Firgt, calculating the diagonal parity P requires O( 2 . s) exclusive-OR
operations. Then the syndromes S0 and Sl are calculated, requiring O( s. (k-1) ) and O( s. k) XOR
operations. Finally the reconstruction takes another O( 2 . s) XOR operations. This makes the total
decoding complexity O( 2k + 3) s), which are basically all XOR operations. When Ey is the energy
efficiency factor for decoding EVENODD then the energy efficiency equals:

€od = Eend / (2k + 3) (7)

3.3. Reed-Solomon coding

In this section we will give a short overview of the Reed-Solomon algorithm based on the paper by
Plank [Plank 97], and focus on the complexity and energy efficiency of a possible implementation.
More details and an excellent tutorial on Reed-Solomon coding can be found in the paper.

The Reed-Solomon coding scheme is an (n,k) code. There are three main aspects of the Reed-Solomon
algorithm: the use of the Vandermonde matrix to calculate the redundant packets, the use of Gaussian
elimination to recover from failures, and the use of Galoisfieldsto perform arithmetic.

Data encoding

We defined ¢; = F (dy, da, ..., dy), or in other words, if we represent the data and redundant packets as
the vectors D and C, and the functions F; as rows of the matrix F, then the state of the system adheres
to:FD=C.

A simple and effective matrix F isaVandermonde matrix in which f;; = j "1 The calculation of the
redundant packet then requires some simple matrix arithmetic:.

1:1,1 1:1,1 . . 1:1,k dl
f2,1 f2,2 . . fz,k dz -
fm,l fm,2 . . 1:m,k dk
1 1 1 . 1 d1 C1
1 2 3 . k d2 — Co
1 2™t gm™ ™ d Cm
Data recovery

We can reconstruct the original data by applying some function F ™ on at least k correctly received
data packets e. First we define the vector E to contain the original data packets D and the redundant
packets C. Matrix Ais defined to consist of the identity matrix | and the generator matrix F.

Then we have a system that adheres to the equation (A D = E). When a packet is erased, we reflect this



by deleting the corresponding row from the vector E and the matrix A, resulting in anew matrix A’
and anew vector E' that adheresto the equation A’ D = E’. Recovery of the original datais possible
by solving the linear system: A D=E' — D =(A’") * E’ using Gaussian elimination.

Arithmetic with Galois fields

A magjor concern isthat the domain and range of our computations are binary words of afixed length
w. Since practica agebraimplementation does not use infinite precision real numbers, we must
perform addition and multiplication over afinite field of more than k + n elements. A field is closed
under addition and multiplication, which means that the results are still field elements. This allows us
to make exact computations on field el ements without the requirement of expensive - in both
computation time and bits — computer arithmetic. Fields with g = p” elements, with p primeand w > 1
are called extension fields or Galois Fields denoted as GF(p").

Operations on extension fields are simplein the case p = 2. The elements of GF(2") are integers from
zeroto 2" - 1. Addition and subtraction of GF(2") are simple exclusive-OR operations. Multiplication
and division are more complex and require two mapping tables, each of length 2. These two tables
map an integer to its logarithm and itsinverse logarithm in the Galdis field. If the number of field
elementsis not too large atable for the multiplication can be used as well. Note that a multiplicationin
GF(2®) aready requires a64 kB lookup table!

Ener gy efficiency of the Reed-Solomon algorithm

The encoding overhead depends on the number of source packets k, on the number redundant packets
m (= n—Kk) and on the size Sof a packet. The encoder requires k source data packets to produce each
encoded packet, and thus the encoding overhead to process k source packetsis O ((n-k).k.S).
Therefore, an approximation of the energy efficiency of encoding €« equals:

ersezErse/(n'k)'k (8)

in which E, isthe energy efficiency factor for encoding with Reed-Solomon.

The decoding overhead is more complicated asit involves two parts: the Gaussian elemination, and
the reconstruction. This requires a matrix inversion to be performed once, and then a matrix
multiplication for each reconstructed packet which is maximal m. The matrix multiplication requires
O(k) operations for each reconstructed dataitem, or atotal of O((n-k).k.S) operations per block of k
packets. Although the matrix inversion requires O (k.(n-K)?) operations per k packets, the cost of
matrix inversion becomes negligible for reasonable sized packets. In the experiments this will be
shown clearly.

So, if we assume the number of reconstructed packet to be equal to (n-k) then an approximation of the
energy efficiency of decoding .o equals:

6= B/ (N-K) .k (9)

in which E, isthe energy efficiency factor for decoding with Reed-Solomon.

3.4. Error-rate and burst-size

The data-model of aframe consists for all mechanisms of an Sx k array of data packets, supplemented
with n-k redundant packets, each packet hassize S When &l these parameters can be easily changed,
like in our software implementation, it becomes interesting to know what to choose for these
parameters. The two main parametersin our error model are the error-rate and the size of the error-
burst.

The maximal error-rate that a mechanism can correct is dependent on the number of source packets k
and on the number of redundant packets n-k. A mechanism with an (n,k) code can tolerate the erasure
of (n-k) blocks of data. The correctable error-rateisthus (n - k) / n. The correctable error rate that is
used by the error correcting code is normally determined by the bad state probability e of a channel.

The maximal burst size B IS the size of the burst that can be corrected by the error correction
mechanism. The value depends on the alowable error rate, the packet size Sand the number of
redundant packets. An (n,k) code can tolerate (n-k) erasures, and thus the maximal burst size of an
(n,k) codeis (n-k-1) packets. Thisonly holds for (n-k) >1, since when only one redundant packed is
used, then no guarantees can be given because asmall burst of only two bytes can cause two packets
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to be corrupted and erased. In general it is of no useto have alarger packet size Sthan B,. Only
when Swould become too small, then the implementation overhead would impose alarger S. A
smaller Sgives alower latency and needs less buffer-space.

There exist arelationship between error rate and burst size. For example, what is the difference
between a (64,32) code with a maximum error rate of 32/64 = 0.5, and a (4,2) code that also has a
maximum error rate of 0.5? Both codes can handle a bad state probability e of 0.5. However, the
maximal burst size of the (4,2) code is one packet, and the maximal burst size of the (64,32) codeis 31
packets. If the packet size used is the same, then the maximal burst size of the (64,32) codeis bigger.
However, if the packet size can be adapted, then the maximal burst size of both codes can be made
equal. The difference that remainsisflexibility. The (64,32) code is able to tolerate many small bursts
(basically up to 32), whereas the (4,2) code can basically tolerate only one burst. (Note that several
smaller bursts that occur in the same packet result in the erasure of only one packet.) Another
differenceisthat the code with larger k allows a much more precise adaptation to the current error
situation. It is however questionable whether such precise numbers are availablein areal system.

The EVENODD mechanism uses a (k-1) x (k+2) data array of symbols. This structure offers the
EVENODD mechanism a somewhat similar flexibility in burst size without the need of alarge number
of redundant packets m. It is however more restricted. The (k+2,k) code allows up to two erased
packetsto be recovered using the datain the remaining non-erased packets. This scheme further also
allows for amore finer-grained error reconstruction: depending on the ‘topology’ of the errors, several
symbol erasures — not necessarily in the same two packets - can be recovered. With the mechanism
maximal two symbol erasures on a row can be restored. For example, with an EVENODD (4,2) code,
not only two erased packets can be restored, but also up to two symbol erasures on arow can be
restored, with a maximum of 2.(k-1) = 6 symbol erasures. This however is still much less than the
Reed-Solomon coding, but the difference becomes smaller for larger k. When applied to a
communication protocol, then the symbol-size can be made equal to the communication packet, e.g. an
ATM packet.

4, | mplementation and results

4.1. Reconfigurable computing

Implementation of the three described error correction mechanisms can be done in several ways. All
algorithms can be implemented either in software or in hardware. Most current implementations of
Reed-Solomon coding are based on custom chips and provide a high throughput (e.g. LSl logic
L64711 RS codec supports up to 50 Mbits/s [L S logic]). Recently a FPGA manufacturer (Xilinx)
already provides support for implementing a Reed-Solomon codec in an FPGA [RS-Xilinx]. As much
of current communication design aready is performed using DSPs, error correction codecs are also
implemented on DSPs.

Reconfigurable computing is targeted for applications that are application specific, but would benefit
from a higher degree of flexibility in the design than ASICs can offer, either in performance or in
energy consumption. Reconfigurable computing lies between the two extremes of afull custom ASIC
(fixed function, low operation diversity) and a general-purpose processor (diverse function and
operation).

Error correcting is an areathat is quite well suited for adaptation.

e Firgt of dl, there are many error correcting algorithms possible, each offering a considerable
amount of variability in the parameters. Using adaptation and reconfiguration it is possible to
bal ance on the trade-of f between performance and cost.

e Furthermore, in real applications, system designers will determine the error correction capability
by investigating the worst case of communication channel reliability in any environment.
However, the channel only remainsin the worst case for asmall fraction of total time, and thus
spoils energy used for the error correction. These systems and applications could benefit from
reconfiguring to perhaps a different agorithm, a different code length, or a different error
correcting capability.

For different application or user requirements we will need different parameters. Adaptive error

correction has shown to be much better than a single code scheme in terms of bandwidth utilized and
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in terms of a profit function which combines the bandwidth utilized and the deadline miss rate [Elaoud
98]. In areconfigurable implementation the system can just download the required design into the
machine. In full custom implementation, the designer either has to implement different algorithms and
parameters for different requirements in one or multiple chips, or has to use a more complicated
architecture for adaptive code-word length. The custom chip can not have programmability of error
correction capability, because the architecture will have to be changed for different parameters. The
disadvantages of re-configurable components such as FPGAs are their cost in high quantities, their
typical higher consumption of power than custom ICs, and the limited capabilities.

4.2. Software implementation

In the next sections we will show the results of a software implementation with a general-purpose
processor of the three error correction mechanisms. Such an implementation is the most flexible
solution and can adapt its algorithm and its parameters very quickly to changing environments. We are
aware of the fact that a software implementation is not the most energy efficient solution, and might
not provide enough performance. However, there exist many applications and systems that do not need
high performance and cannot use the capabilities and advantages of rea reconfigurable computing,
simply because its lack the required hardware. For example, a notebook computer can also benefit
from an energy efficient solution, although not the most optimal possible when the required hardware
would be available.

A software implementation has also a number of specific advantages in favorite compared to a
hardware solution:

e Theuse of amicroprocessor allows very rapid adaptations to varying error conditions (burst size,
frequency) and required QoS from applications. The adaptation to perform can be applying
another error control scheme, or adapting some parameters of the error control scheme.

e A software implementation allows us to experiment with alarge set of error control schemes, and
experiencein ‘rea life' how applications behave. When we have a good feeling of the behavior of
the schemes, then we could compose a subset of error control schemes that is suitable to be
implemented in hardware, either in an FPGA, aDSP, or a custom chip.

e Theerror control can easily and efficiently be embedded in various layers of the communication
protocol where the datais buffered anyway. Little extra overhead is expected with a good
engineered and well-integrated error correction mechanism.

e A standard processor also alowsthe use of relatively large memories, and thus allows for much
larger block lengths than standard custom chips (that typically alow a block length of up to 255
bytes). In awirdess office environment burst errors of 1 to 100 ms can be expected. To handle
these large erasures at relatively high speed (say 2 Mb/s), alarge block size is needed. We provide
results of error correcting schemes that can tolerate bad periods of 1-256 ATM cells. To tolerate
longer bad periods the system requires more memory, more computation, and al so introduces
more latency.

Due to the lack of good measurement possibilities with a general-purpose computer, we will assume
the energy consumed by the algorithm to be linearly related to the amount of time needed for the
processor to do its calculations. We neglect the properties of some processors to shut down parts of the
processor when not in use. However, when comparing the algorithms for use on one type of machine,
the results are useful.

Reducing the power consumption of the processor saves more than just the energy of the processor
itself. When the processor is doing less work, there is less activity for other components of the
computer, such as memory and the system bus. For example, when the processor on the Macintosh
DUO 270c is off, not only isthe 1.15 W of the processor saved, but also an additional 1,23 W from
other components [Lorch 95]. However, in our study the additional energy consumed by the external
memories and its interface will be neglected because they are very system dependent. Furthermore, in
current implementations of memory architectures it has no or little influence whether the memories are
in use or not (i.e. contain useful data or not). We concentrate on the general strategy, and will provide
general guidelines. We will give two examples, using the Pentium Pro 133 processor and the
StrongARM SA-1100, 133 MHz.
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All three implementations are written in C and are portable across many platforms. The measurements
were performed on a Toshiba 220CS notebook that has a Pentium Pro 133 processor and runs
Windows 95. The results are only to be used as a reference, since the actual performance depends on
items like memory speed, cache size, quality of the compiler, operating system, etc. The codeis
written straightforward, and only uses the most obvious optimizations (like the use of a multiply
lookup table for Reed-Solomon coding). Handcrafted code that makes good use of the specific
features of the processor (like registers, caching and the use of specia instructions) might achieve
significant speedups.

In the following sections we will present the results of our measurements for each mechanism. For
decoding we will always assume that the maximal allowable number of erasures have occurred, which
isthe worst-case. We will start with a presentation of the encoding and decoding timesin pseconds per
kByte. Then we will validate our analysis of the coding mechanisms by determining the influence of
the amount of datathat is processed and the influence of the overhead involved for small number of
source packets k. These results will give us the constraints under which we can determine a
qualification the energy efficiency for the coding mechanisms.

4.3. Parity coding implementation

In this section we present the results of the measurements performed with our implementation of the
parity coding. In our measurements we have used a data model of aframe that consists of ak x k
matrix of symbols. The symbols can be of any size, but normally are a multiple of a byte. Each column
represents a packet. The parity is calculated using the symbolsin one row of the frame. In our error
model we assume packet erasures only. When a packet is erased, it can be recovered using the datain
the remaining non-erased packets. Note that this scheme also allows for a more finer-grained error
reconstruction: any single symbol that is erased in arow can be recovered. A frame model that
consists of a1l x k array of packetsisalso possible, but ak x k array resembles the EVENODD scheme
most.

This (k+ 1,k) coding scheme allows us only to change the number of source packets k. However, every
implementation of an algorithm has some overhead involved. The effect of this overhead is getting
less when the packet size over which the code hasto work is enlarged, because it will be amortized
over more data. The effect of using larger packet sizesis shown in Figure 6. It shows the symbol size s
(in bytes) versus the normalized encoding time T (in u/kB) for k=3 and k=16. The resultsfor
decoding are almost the same, and hence not shown in the figure.
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Figure 6: Encoding time T, vs. symbol sizes.

The figure a so shows that the number of source packets k hardly influences the encoding time,
especially for larger symbol size.

The overhead to process k source packetsis theoretically linearly dependent on k, so

and
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The results of the measurements, and also shown in Figure 7 for k=8, have provided the values of C,
and C, for various symbol sizes. From the figure can be determined that the encoding time Te is

linearly dependent on k provided that symbol size sislarge enough (more than about 8 bytes).
Decoding time Ty has amost the same characteristic.
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Figure 7: Encoding factor C, vs. symbol sizes.

As shown in section 3.1 the energy efficiency for both encoding and decodingise, = E, / k. To be
able to have some quantitative values for the energy efficiency of error correcting mechanisms, we
need to know the energy efficiency factor E. for various values of symbol size s, and determine the

influence of the implementation overhead. Figure 8 shows the values of E, versusk, for various values
of s.
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Figure 8: Energy efficiency factor E. vs. the number of source packetsk for various symbal sizes.

The figure shows that the energy efficiency factor E. isamost stable for k>3, and approaches its
maximum (205) with asymbol size s of 16 bytes.

M easurements on decoding show similar results. It is stable for k>3 and is a bit more efficient with its
maximum of 230 reached with a symbol size of 16 bytes.

So, parity encoding provides a mechanism that for small symbol sizes and a small number of source
packets already has stable characteristics. We can safely use the following values when comparing the

energy efficiency factor of the mechanisms: E. = 205, and E4 = 230. Note again that the Parity scheme
only allows the reconstruction of one erased packet.
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4.4. EVENODD coding implementation

The data model that we have used in our C-code implementation of the EVENODD coding resembles
the basic model described in section 3.2 added with the imaginary O-row. So, we use a (k) x (k + 2)
array, k a prime number, of symbols with size s. Each column represents a packet. The last two

columns (k and k + 1) are the redundant columns. The symbols can be of any size, but normally area
multiple of a byte.

In our error model we assume packet erasures only. Sinceit isa (k+2,k) code up to two erased packets
can be recovered using the data in the remaining non-erased packets. Note that this scheme, just like

the Parity scheme, alows for a more finer-grained error reconstruction: any single symbol that is
erased in arow can be recovered.

In the measurements we will vary the number of source packets k and the symbol sizes. InFigure9is
shown that the effect of the implementation overhead is getting less when the packet size over which
the code has to work is enlarged, because it will be amortized over more data. A better performanceis
also reached due to the effect of caching since the same datais used several times. The figure shows
the symbol size s (in bytes) versus the normalized encoding time T, (in us/kB) for k=5 and k=13. The
graphs show that the effect of the overhead is already small with a symbol size of 16 bytes. It aso
shows that the number of source packets k hardly influences the encoding time. The measurements
also show, although not shown in the graph, that the encoding time has reached its minimum for k=13.
A larger k hardly decreases the encoding time.
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Figure 9: Encoding time T vs. symbol sizes.
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Decoding takes more time (see Figure 10), and the effect of the implementation overhead is small for
symbols size of 32 bytes. The decoding time reaches is maximum for k=13. The encoding time T, and
decoding time T4 can be formulated using (6) and (7) as

Te=Ce (2k+ 1) (12)
and
Ta=Cy.(2k+ 3) (13)

In Figure 11 is shown (for k equalsto 13) how C, and C, are influenced by the implementation
overhead caused by the size of a symbol. When the symbol size islarge enough (more or equal to 8
bytes), then the values of C, and C4 remain almost constant. This shows the validity of our analysis of
the EVENODD coding, and that our approximations of the energy efficiency are correct.
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Figure 11: Coding cost factor C.and C, vs. symbol sizes.

From (6) and (7) we know that the encoding energy efficiency e« and the decoding energy efficiency
€od IS

€ece = Eece / (2K + 1)

€od = Eend / (2k + 3)
To quantify Eee and Eqog Figure 12 and Figure 13 show the characteristics of Eee and Eoq Versusk, for
various values of s.
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Figure 12: Energy efficiency factor Ee VS. the number of sour ce packetsk for various symbol
sizes (in bytes).
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Figure 13: Energy efficiency factor Eqq VvS. the number of source packetsk for various symbol
sizes (in bytes).

The figure shows that the energy efficiency factor Ee. is amost stable for k>5, and approaches its
maximum for a symbol size s of 32 bytes.

So, EVENODD encoding provides a mechanism that for reasonable small symbol sizes (s = 32 bytes)
and a small number of source packets (k = 5) aready has stable characteristics. Under these conditions
we can approximate the following values when comparing the energy efficiency factor of the
mechanisms: Eg,e = 110, and Eq = 100. The energy efficiency can become alittle better for higher
values of k and larger symbol sizes.

4.5, Reed-Solomon coding implementation

In this section we present the results of the measurements performed with our implementation of the
Reed-Solomon coding. The codeis based on an implementation from Rizzo, Karn and others [Rizzo
98]. The data model that we have used in our measurementsisan (S x (k + (n-k)) array of symbols
with size s. Each column represents a packet with size S The last n-k columns are the redundant
columns. The code supports GF(2"), for any w in the range of 2..16. In the measurements we have
used w = 8 since this gives the maximum efficiency because most operations can be executed using
lookup tables. So, the symbols size sin our measurements will be one byte. We have also used a
lookup table for the multiply operations.

In our error model we assume packet erasures only. Sinceit isa (n,k) code, up to n-k erased packets
can be recovered using the data in the remaining non-erased packets. Note that this scheme does not
allow for amore finer-grained error reconstruction like EVENODD or Parity. Only whole erased
packets can be restored.

Since the symbol size sin our measurements equals to one byte, we can only vary the packet size S,
We will choose Sto be multiples of ATM cells sizes (53 bytes) since thiswill be our main target. Note
that although thisis a much larger quantity than single bytes, it does not influence our main goal - the
determination of the energy efficiency of the coding mechanism - since we only need to know when
the implementation overhead has become negligible. So, in the measurements we will vary the packet
size S, the number of redundant packets n-k, and the number of source packets k.

First the encoding and decoding times will be evaluated. Figure 14 shows the encoding time T, (in
us/kB) versus the packet size S(in number of ATM cells) for a number of different values for n-k and
k = 64. It shows clearly that the encoding time is practically independent on the packet size. A packet
size of already one ATM cell involves not many overheads. Decoding is more influenced by the
packet size as shown in Figure 15. Thisis mainly caused by the cost of matrix inversion which cost
O(k .1 3, where| isthe number of packets which must be recovered, which in our measurements we
assume to be equal to n-k. The influence is small only for packet sizes greater or equal to 8 ATM cells.
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Figure 14: Encoding time T, vs. symbol size sfor various numbers of redundant packets.
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Figure 15: Decoding time T4 vs. symbol size sfor various numbers of redundant packets.

Both figures also show that the influence of the number of redundant packetsislarge. It was argued in
section 3.3 that the cost of calculating a redundant packet is constant for reasonabl e sized packets and
larger k. The encoding time T, and decoding time T4 can be formulated using (8) and (9) as

To= Ce.(nK) .k and Ty= Cy. (nK) . K

In Figure 16 is shown (for k equalsto 32, and n-k=2) how C, and C, are influenced by the
implementation overhead due to the packet size S. The value of C, remains constant when the packet
sizeis greater or equal to two ATM cells. Decoding cost factor Cy becomes constant after a packet size
of 8 ATM cells. This showsthe validity of our analysis of the Reed-Solomon coding.
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Figure 16: Coding cost-factor C, and C, vs. packet size S.

From (8) and (9) we know that the encoding energy efficiency e« and the decoding energy efficiency
€« equals:

€= Ex/(N-K) .k

(S Ersd/(n-k) .k
We will now present a qualification of the energy efficiency factors E,, and E, . Figure 17 shows
these characteristics versus k, for various values of S

As discussed above, the energy efficiency of encoding is hardly influenced by the packet size.
Therefor only one graph is shown in the figure for encoding. The figure shows further that the number
of source packets also hardly influences the efficiency. Encoding is already stable for small values of k
and for al packet sizes.

The decoding graphs shows that the energy efficiency becomes reasonable stable for small values of k.
The efficiency is much more influenced by the packet size S the energy efficiency of decoding
reaches it maximum for packet size greater or equal to 16 ATM cells.
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Figure 17: Energy efficiency factor vs. number of source packetsfor various packet sizes(in
ATM cdlls).

So, Reed-Solomon encoding provides a mechanism that for packet sizes starting from 16 ATM cells
and asmall number of source packets (k = 5) has stable characteristics. Under these conditions we can
use the following values with n-k=2: E;s = 28, and E,y = 40.
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4.6. Comparison

We can compare the EVENODD and the Reed-Solomon mechanisms for n-k=2, and use a pseudo
(k+2,k) mechanism for Parity (see section 5.3). The energy efficiency factors for the Parity mechanism
will be divided by two. All mechanisms reach a constant performance with constant overhead at small
values of k and for small data sizes. To summarize we have the following results:

mechanism Eencoding Edecoding Minimal k Minimal data size
Parity 102 115 3 symbol: 16 bytes
EVENODD 100 90 5 symbol: 32 bytes
Reed-Solomon 28 40 5 packet: 16 ATM cells

Table 1: Enerqgy efficiency factorsof error correcting codesfor n-k=2.

The efficiency of the mechanisms will in general be a bit better when larger k and/or symbol sizes are
used. Please note again that the numbers must be interpreted with some caution, since they can be very
much influenced by the actual implementation and system on which it runs. The results show that the
Parity and EVENODD mechanisms perform almost equally well for encoding. The decoding scheme
for EVENODD is more complicated, and less efficient. Note however that thisis completely dueto
the fact that the Parity mechanismis not areal (k+2,k) code.

Reed-Solomon encoding is about four times as inefficient as the others are. Decoding more than two
times asinefficient.

These results arein line with the comparison in [Blaum 95] that compared the number of exclusive-
OR operations between encoding with the Reed-Solomon scheme and the EVENODD scheme. They
however aso incorporated the number of exclusive-OR operations needed to perform the multiply that
is needed for Reed-Solomon, whereas we have implemented this with alookup table (see section 4.5).
They showed that the complexity of implementing EVENODD in adisk array with 15 disksis about
50% of the one required when using the Reed-Solomon scheme. The difference in complexity grows
when the number of disksincreases, e.g. with 43 disks the Reed-Solomon scheme requires nearly 5
times as many operations.

Comparing the minimal size of a dataitem (either a symbol or a packet) is more complicated and
depends on the choice of the packet size for EVENODD and Parity. When the packet size is chosen to
be one column (just like our Reed-Solomon implementation), then the minimum size of a packet for
EVENODD equals 32 ( k- 1). The minimum packet size for EVENODD isthus smaller than for
Reed-Solomon for approximately k<26. E.g. when k=7, then the minimal packet size for EVENODD
equals just more than 4 ATM cells, which is much less than the minimum of 16 cells for Reed-
Solomon coding.

Conclusion

A general conclusion about which mechanism offers the best characteristicsin both error-correction as
energy efficiency is hard to give, since it depends on many factors.

The three mechanisms have different characteristics and capabilities. The Reed-Solomon codeis
attractive because it is the most general technique capable of tolerating n-k simultaneous failures.
Reed-Solomon can be used quite well when a high fault tolerance is required with a maximum
flexibility in burst size. It is further attractive since it hasalot of flexibility in its parameters. A
disadvantage is that it is more complex than the other schemes and involves operation over finite fields
which makes it less energy efficient than other techniques like EVENODD and Parity.

The EVENODD mechanism consists of simple exclusive-OR operations only. When n-k=2 then
EVENODD is much more efficient than Reed-Solomon coding. Especially when the bad-state
probability is not high and with reasonable sized k (say > 3) then EVENODD might offer an energy
efficient aternative, because it also provides aflexibility in burst-size and error-rate, comparable with
Reed-Solomon. The EVENODD mechanism allows the reconstruction of erased symbols, which
increases its flexibility. The Reed-Solomon mechanism used is only capable of handling erasures of
packets. Since the size of a packet is generally much larger that the size of asymbol asused in
EVENODD, this gives a further reduction in energy consumption for decoding when the burst-error
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sizeissmall. For example, consider a situation with a bad-state probability e of less than 0.15 and with
an error-burst-size of 1-10 ATM cells. An EVENODD (13,11) code gives an error correcting
capability of 2/13=0.15 and can alow maximal two packet erasures and 20 symbol erasures. When the
symbol isone ATM cell, then it can tolerate one large error-burst of 10-20 consecutive ATM cells, or
maximal 20 single ATM erasures. A comparable Reed-Solomon code that can allow a burst of 10
erasuresis at least a (65,55) code with apacket size of 1 ATM cell. A disadvantage of the EVENODD
code, although not very hard, is the fact that k must be a prime. If we want to use a non-prime number
for k, then we can assume extraimaginary packets that contain zeros.

The results of Parity mechanism show, although it has a high efficiency, that it is only little more
efficient than EVENODD. Sinceitisonly an (k+1,k) code, it is not an appropriate choice.

5. Error correction energy efficiency of a system

5.1. I ntroduction

In the previous sections we have investigated the computational energy efficiency of three error
correction mechanisms. We will now consider the energy efficiency of a systemin which aso the
energy consumption of the communication interface is incorporated. We will only consider the data
that is actualy transmitted, and not incorporate additional costs involved with the wireless interface
liketurning ‘on’ and ‘off’ the transceiver, sending extra control data, etc. These matters are dealt with
in e.g. the medium access control layer. A more precise analysis would require these costs to be
incorporated. However, these costs are very dependent on the underlying protocols and operating
system, and the energy savings capabilities of the system. Furthermore, note that the additional costs
needed for FEC are expected not to be very high, the additional cost with an ARQ mechanism might
be much higher. An ARQ mechanism needs a potentially long time in which the receiver must be
turned ‘on’ waiting for an acknowledge. To have a clean comparison we will thusin our analysis only
use the energy needed for the actua data transfer.

Error correction mechanisms for wireless communication involve computational overhead and
communication overhead at both the transmitter and the receiver side. Thisis overhead in time, but
also overhead in energy consumption. In our context we mainly focus on the energy overhead U.

The transmitter overhead U, is composed out of two elements, the encoding overhead U, and the
transmitter communication overhead Uy
Up = Ue + Uk (14)

At the receiver side the overhead U, is composed out of two elements, the decoding overhead Uq, and
the recelver communication overhead U,

UrZUd+ Urx (15)

The overhead of the encoding and decoding depends on the error correction method, the number of
source packets k, the number of redundant packets m, and on the packets size S. This overhead is
discussed in the previous sections.

5.2. Communication overhead

The communication overhead mainly depends on the number of additional bits that are transmitted.
The number of redundant bytes equals the number of redundant packets m multiplied by the packet
size S, and thus the total communication overhead of k source packetsis O ( mS). So the transmitter
communication overhead per source packet of an (n,k) code (with m = n-k) equals:

Ux= Cyx.S.(n-K) /k (16)

We have defined the energy efficiency e as the amount of data processed divided by the energy that is
consumed to process that data. In an error correction mechanism the amount of data equals the number
of source packets, and the energy consumed is the amount that was needed to cal culate the redundant
packets. The extracommunication is caused by the extra redundant packets that needs to be send.

So, the communi cation energy efficiency of transmitting an (n,k) redundant code ey (with n-k>0)
equals:
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€x = Ex.k/(n-K) (17)
in which Ey is a constant representing the energy efficiency factor for transmitting. Similarly, the
energy efficiency of the receiving side (assuming that no packets are lost) equals:

€x= En. K/ (n-K) (18)

The maximum loss rate that can be sustained equals (n—Kk) / n. So, note that athough the energy
efficiency increases when less redundant packets are transmitted, the maximum loss rate decreases.

5.3. Error correction overhead

In the previous sections we have determined the energy efficiency of three error correction
mechanisms. To summarize:

Parity (k+1,k): &=E/k

EVENODD encoding (k+2,k): €eoe = Eeve / (2k + 1)
EVENODD decoding (k+2,k): €0d = Eeoa / (2k + 3)

RS encoding/decoding (n,k): € sed) = Ersea / (N-K) . K

All mechanisms show better energy efficiency when the number of source packets k and the number of
redundant packets (n-k) is small.

The mechanisms have different error correcting capabilities: Parity coding can sustain one packet
erasure in aframe, the EVENODD mechanism is capable of recovering from two packet erasuresin a
frame, and only the Reed-Solomon mechanism is capable of recovering (n-k) packet erasures. To be
able to compare the mechanisms for any value of (n-k), we need an approximation of the energy
efficiency of Parity coding for (n-k) > 1 and EVENODD coding for (n-k) > 2. Thissmplificationis
only needed to show the general trade-off that exists between communication and error correction.
The data packet model uses aframe of k source packets and (n-k) redundant packets. For simplicity we
build aframe using parity coding consisting of (n-k) sub-frames. We approximate the error correcting
capability of such aframe as having a (n,k) code. Similarly we approximate the error correcting
capabilities of EVENODD to a (n,k) code by using (n-k) / 2 EVENODD sub-frames. Note that thisisa
simplification, since the reconstruction capability of erasuresin areal (n,k) system does not depend on
the location of the erasuresin the frame. For example, the error correcting capabilities of Reed-
Solomon for (n-k) > 1 is better than the pseudo-frame build with parity sub-frames, sinceit can resolve
any (n-k) erasures on the whole block, whereas the pseudo (n,k) frame build from the parity code can
sustain only (n-k) erasures when they are not in the same sub-frame.

So, the energy efficiency e, of a Reed-Solomon code and of the simplified energy efficiency of Parity
and EVENODD coding (smplification when n-k>1, respectively n-k>2) for k large is approximately
(with E« the energy efficiency of error correction):

€« = Eec/ (N-K) . k (19)

54. Trade-off

Relation (19) shows that when the number of redundant packets for all mechanismsis set to a constant
value, the energy efficiency increases when the number of source packets k decreases. The energy
efficiency of communication e, on the other hand shows a greater efficiency when the ratio between
the number of source packets k and the number of redundant packets (n-k) islarge (with Econ, the
energy efficiency of communication):

€om = Ecom . K/ (n-K) (20)

In Figure 18 both functions are plotted (with (n-k) constant), and the trade-off is shown clearly. The
value of k where the communication overhead equals the error correction overhead depends on the
implementation of the coding and on the energy efficiency of the communication.
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Figure 18: System ener gy efficiency evs. number of source packetsk.

Note that the maximum loss rate that can be sustained equals (n— k) / n. So, when determining the
most energy efficient value of k for a constant number of redundant packets (n-k), k must always be
below the required value.

The energy efficiency of a system composed of atransceiver for the communication and a codec for
the encoding and decoding of the packets equals to:

Ve = Vewpn+ Ve (21)
or
@o={(N-K/Eom.k + (N-K) .k/Eg}™ (22)

Thisimplies arelation between k and the energy efficiency factors of error correction and
communication. We define the energy efficiency ratio R as the ratio between the energy efficiency
factor of error correction divided by the energy efficiency factor of communication.

R= Eee/ Eoom (23)

5.5. Example system energy efficiency

As stated before, there exists atrade-off between the added error correction capabilities and the
increased energy consumption needed to transfer the extra redundant data. Figure 18 showed the
general trade-off.

We know from (22) the relation of the system energy efficiency with k, n-k and the energy efficiency
factors Eqom and Ee.. In our measurements we compared the energy efficiency of three mechanisms that
all used two redundant packets (n-k=2). The energy efficiency factor E. that we have determined from
our implementation already incorporates the factor n-k=2, thus with our measured values the tota
system energy efficiency must be rewritten as:

€= {2/Eom.k + k/R.Ecm}™ (24)

When we trand ate the measured energy efficiency factors to the real world, then we can determine the
energy efficiency of error-correcting mechanisms when applied in a system with real communication
devices. As an example we will determine the energy efficiency of asmall system consisting of a
WavelL AN PCMCIA card as wireless communication device and a Pentium Pro 133 MHz as general
purpose processor (the same processor as used in our experiments).

The energy efficiency eis defined as the amount of data processed per energy consumed. We will
compare the energy efficiency factors using arating that indicates the amount of energy consumed to
process one byte, using:

E=1/(timeto process1byte[ us| . required power [m\W] ) (25)
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The WaveL AN interface consumes approx. 1800 mwW when transmitting [WaveL an]. The data
transfer-rate is 2Mb/s. One byte takes thus 4 us to process. The energy efficiency rating of WaveL AN
to transfer one byte thus equalsto: 1/ (4.1800) = 1/ 7200. The Pentium Pro 133 processor takes 14 W
[PentiumPro]. As an example we will now calculate R for encoding with parity. The time needed to
encode 1 kB of data using the Parity mechanism is 47 us, so one byte takes 47/1024 us. The energy
efficiency rating of encoding with parity isthus: 1/ ( (47/1024) . 14000 ), which is approximately 1/
642. The energy efficiency ratio R between encoding with parity and communication thus equals 7200
/642 = 11.2 (or in other words using the energy efficiency factors. Eoc = 11.2 . Ecomm)-

The energy efficiency ratios for encoding and decoding of all mechanisms are shown in Table 2 (for
sufficiently large k and data size, and n-k=2).

mechanism R encoding / Tx R decoding / Rx
Parity 11.2 12.6
EVENODD 11.0 9.9
Reed-Solomon 3.0 4.4

Table 2: Energy efficiency ratio R with a Pentium Pro 133 and WavelL AN.

The Pentium Pro processor is not optimized for its energy consumption. If we use a different
processor, like the StrongARM, then we can expect quite other ratios. The StrongARM SA-1100
processor [SA-1100] has several features and mechanisms to reduce the amount of energy consumed.
The 133 MHz version consumes typically 200 mwW, and maximal 300 mW. When we assume that — at
least for the basic instructions we use - the performance of the PentiumPro and the StrongARM are
equal, then the energy efficiency of the StrongARM is 70 times higher. Figure 19 shows the energy
efficiency of error correction on a system using WavelL AN with a PentiumPro processor and afictive
StrongARM implementation.
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Figure 19: Energy efficiency of error correction on systemswith WaveL AN.

The figure shows only the transmitting side, thus encoding and sending the data. The graphs with
E.=210 E and E. =770 E represent the fictive implementation on a StrongARM. The general
tendency is that the energy efficiency increases with increasing k (because less communication is
needed), up to a certain k. Where the encoding cost is becoming the limiting factor. When the
efficiency of encoding is high (like the StrongARM implementation of EVENODD), then K. is high
also. If the efficiency of encoding is low (like the Reed-Solomon encoding on a PentiumPro), then the
communication cost is negligible.

This shows that is of no useto have alarger k than ki, not only because it isless efficient, but also
because it has lower error correcting capabilities. On the other side, k must be chosen small enough to
sustain the bad state probability of the systemin a certain environment. Thisk is called k. For n-k=2
the tolerable error rate is determined by e<2/(k+2), thus k<2/e —2. Both k. (for energy efficiency) and
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kqin (for error correcting capabilities) thus determine the appropriate choice of kin asystem. The
general consensus that it is profitable to minimize the number of bits over the air-interface [Elaoud 98]
isthus not correct and effective when considering the energy efficiency of a system.

5.6. General strategy

It was shown in this section that from energy efficiency perspectiveit is not always profitable to
minimize the number of bitstransmitted over the air. There exist an optimum value for k that should
be used to have a good fault tolerance at the most energy efficient way.

The value of K is the maximum of the graph from relation (22). We define the number of redundant
packets (n-k) to be a constant value m, and use the same ratio R that definesthe ratio in energy
efficiency between error correction and communication asin (23), but now assume a normalized Ee.
valid for one redundant packet. We then can deduce using the first order differential of (22) the
following relation:

e’z'm/(Ecom.kz)"-m/REcom:O =

k= V(R) (26)

Figure 20 shows this relation graphically between the energy efficient value of the number of source
packets k. and theratio R.
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Figure 20: The energy efficient value kna VS. ener gy efficiency ratio R.

Thisrelation isvalid for any number of redundant packets, and is thus also usable for the Reed-
Solomon coding with more than two redundant packets.

When implementing an energy efficient error correction mechanism, the system must be made such
that it can adapt its strategy according to the conditions of the wireless channel, the required Quality of
Service, and the energy consumption needed. There are several parameters that must be taken into
account.

e Ratio R Theratio R between the energy efficiency factor of error correction and the energy
efficiency factor of communication is not dependent on the environment and the current state of
the wireless channdl. It is static for a certain system configuration and can be determined when
designing or configuring the system.

e Bad state probability e. This probability is highly dependent on the current situation of the
wireless channel. The parameter determines the required coding mechanism, the number of source
packets k, and the number of redundant packets n-k. Mgjor changes can be expected when
changing to a complete different infrastructure.

e Maximumburst error-size. This parameter is also dependent on the current situation and mainly
influences the required buffer space, but a so influences the error correcting capabilities of the
mechanism. If the required QoS can sustain the delays that are introduced with the buffer, then the
size can be chosen large.
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When all these parameters are known, then the error correction mechanism can be chosen such that it
adheres to the required QoS (incorporating the error correcting capabilities and latency) at the most
energy efficient way using the relation (22) and (26) described in this section.

6. Conclusion

In our study we have investigated the energy efficiency of error control schemes for the wireless
channel, and concentrated on systems where Quality of Service provisioning isamajor concern, like
inwireless ATM systems. Since high error rates are inevitable to the wireless environment, energy
efficient error control isan important issue for mobile computing systems. Although good designed
retransmission schemes can be optimal with respect to energy efficiency, they can introduce
intolerable low performance in delay, jitter and bandwidth to fulfill the required QoS of the
application. Therefor we have concentrated on error correction mechanisms. The two main external
and dynamic parameters involved are burst-size and bad-state probability.

Error control mechanisms traditionally trades off complexity and buffering requirements for
throughput and delay. The main design criteriais traditionally on optimizing the performance and
providing an optimal solution to withstand al possible errors. In the context of energy constraints,
error control mechanisms show atrade-off between added complexity and computation and increased
communication. In our approach we apply energy consumption constraints to the error control
mechanisms in order to enhance energy efficiency under various wireless channel conditions. We have
shown that it is hot sufficient to concentrate on the efficiency of error control mechanisms only, and
that the energy efficiency trade-off between error correction and communication has a great impact on
the energy efficiency of the system.

Error correcting is an areathat is quite well suited for reconfiguration because (1) there are many error
correcting algorithms possible, each offering a considerable amount of variability in the parameters
and (2) because it can be adapted to a changed state of the wireless channel. Using adaptable error
correction, it is possible to balance on the optimum trade-off between performance and cost.
Environment changes are due to physical impairments and user movement. The required error
correcting capability is determined by the required QoS of the application. A general error control
scheme that operates independently most of the time either wastes energy for computation and
communication because it provides atoo high error correcting capability, or saves energy but provides
an intolerable bad error correction. The most appropriate place to have error control is near the
application and the QoS manager of the system. The QoS and thus the required error correction is
determined by application, and thus the application needsto be able to influence the error control
mechanism to use. An optimal and suitable error control scheme must be provided on a per-application
basis. It must not be incorporated in some hidden data link layer, but near to the application.

We have studied three different error correction mechanisms with different characteristics and
capabilities, i.e. smple parity, EVENODD, and Reed-Solomon. The implementations of these
mechanisms on a general-purpose processor in C show that they aready reach constant performance
and constant energy efficiency for small values of k and for small data sizes. The Reed-Solomon code
is attractive because it is the most general technique capable of tolerating n-k ssimultaneous failures.
The complexity and the requirement of computations in the finite field make the encoding however
about four times less energy efficient than other techniques like EVENODD and Parity. Decoding is
more than two times as inefficient. We have shown that although the EVENODD scheme was
originaly designed for RAID systems with a number of disks, it can also very well be applied in
communication systems. The EVENODD mechanism is based on exclusive-OR operations only, but
can only sustain two packet erasures. It however alows the reconstruction of erased symbols (and not
packet erasures as with Reed-Solomon) which increases its flexibility and gives a further reduction in
energy consumption for decoding when the burst-error size is small. The results of Parity mechanism
show, although it has a high efficiency, that it isonly little more efficient than EVENODD. Sinceitis
only an (k+1,k) code, it provides less error correction capability.

We have provided a strategy that can be used to determine the most energy efficient error correction
scheme of asmall system consisting of a general-purpose processor and a wireless communication
interface. It was shown that from energy efficiency perspectiveit is not aways profitable to minimize
the number of bits transmitted over the air. There exist an optimum value for k that should be used to
have a suitable fault tolerance at the most energy efficient way. The error correction code isthen
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determined by two values of k: kq.x (for energy efficiency) and ki, (for error correcting capabilities).
As an example we have shown the energy efficiency of systems with the WavelL AN wirelessinterface.

General conclusion

Error control schemes for systems where Quality of Service provisioning isamajor concern often
cannot use retransmission schemes and need to use error correction mechanisms. When error
correction mechanisms are being used for wireless systems a major design criterion should be the
energy efficiency of a mechanism. Adaptable error correction, that adapts its parameters and scheme
according to the error-rate and required QoS, can be used to trade-off between performance and cost,
including the required energy consumption.

It is not sufficient to concentrate on the efficiency of error control mechanisms only, but the required
extra energy consumed by the wireless interface should be incorporated as well. From energy
efficiency perspectiveit is not aways profitable to minimize the number of bits transmitted over the
air. We have provided a strategy to determine the most energy efficient error correction scheme of a
small system consisting of a general-purpose processor and a wireless communication interface.
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