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Personal introduction

Drs. Tom Schuurmans CISSP CEH

« Computer Science — Software Engineering
* Vrije Universiteit Amsterdam 1996-2001

« Deloitte Enterprise Risk Services
» Security & Privacy Services team

* Areas of expertise

« Infrastructure penetration testing
Web application security assessments & code reviews
IT Operations security (e.g. security monitoring)
Security management (e.g. 1ISO27001/2)
Fraud management (e.g. eDiscovery, IT Forensics)

* Clients
* International (internet)banks
* Online media companies
* Public sector
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Agenda

PART 1. an overview

. What is penetration testing?
. Why penetration testing?

. Types of tests

. Test process
. What results do we encounter

BREAK

PART 2: case
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What Is penetration
testing?
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What is penetration testing?

QUIZ

1. Atactical manoeuvre in American Football?

2. Malicious activities performed by ex-KGB network specialists?
3. Drilling activities performed by oil companies in the desert?

4. Hacking computer systems to gain and sell information?

. A method to evaluate the security of systems by simulating an attack
from a malicious person
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What is penetration testing?

from home

Clients

Mobile emponees

(&4

Firewall

Proxy server
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Risk

Definitions

Threat: The potential for an undesired event to occur.

Vulnerability: The existence of a weakness or defect in personnel,
management processes or deployed technologies.

Impact: The cost to business of the threat being exploited

What you can and cannot control

Threat: Limited control, diminishing all

. Copyright 2006 by Randy Glasbergen.
the tlmel www.glasbergen.com

Vulnerability: Largely controllable — You

have no-one else to blame for your own faul 6 _OD

Impact: Very little control — Inherent to the
business you are in.

Managing your vulnerabilities well should
help a lot!

—{

GUASBEEGEMN i

“No fingerprints, no picture ID, no Social Security number.
I’m afraid your baby presents a serious security risk.”
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Threats

. Viruses

. Worms

. Disgruntled employees
. Hackers

. Espionage

. Phishing scams
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The underground economy

Overall Rank

2009 2008

1 1 Credit cardinformation
2 2 Eank account credentials
3 3 Email accounts

4 4 Email addresses

) 9 Shell scripts

& & Full identities

7 13 Credit card dumps

& 7 Mailers

o & Cash-out services

—
o

12 Website administration credentials

Tahle 5. Goods and services advertised on underground econsmy Servers

Source: Symantec

eBay-like marketplace for vulnerability exchange opens

Dan Kaplan July 08, 2007

=L PRINT [/ EMAIL [Y|REPRINT [7] PERMISSIONS FONT SZE: A AJA ]

A Switzerland-based company this week launched an eBay-like RELATED ARTIC

marketplace for buying and selling zero-day software vulnerabilities. Threats for $:
TippingPoint

The goal of the WabiSabiLabi (WSLabi) exchange is to reward

security researchers without putting valuable information in the hands

unresolved fl;

YeriSign iDefi
of criminals, according to a company announcement. 548,000 for v
Fynlnrar 7wl
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Percentage
2009 2008
19% 32%
19% 159%

7% & %

7 =%

% 2%

& U A%

R 2%

A% 3%

4% 3%

A% 3%

Range of Prices
$0.285-430
$15-F850

$1-320
$1.70/MB-$15/MB
$2-35

$0.70-320
$4-$150

$4-310

$0-F600 plus BO%-60%
$2-$30

Fraudecijfers internetbankieren

In de eerste zes maanden van dit jaarwas de fraude met internetbankieren gestegen tot 4,3
miljoen euro. In 2009 ging het nog om 1,9 miljoen euro, ‘Hoewel het gaat om een beperkte
amvang, is dit een goede aanleiding om ook door middel van een campagne de strijd tegen
dit fenomeen voort te zetten’, aldus Boele Staal, voorzitter van de Mederlandse Vereniging van
Banken. De schade van skimming van betaalpassen, die varig jaar 36 miljoen euro bedroeg
iz in de eerste helftvan het jaar sterk afgenomen tot 11,8 miljoen euro. ‘Een goed resultaat
van een gezamenlijke inspanning van banken, Currence en de detailhandel’.
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Vulnerabilities

Microsoft Word Unspecified String Handling Memory Adobe Reader Unspecified Heap Corruption
Corruption Yulnerability
nﬂ BT - Extrernely critical - From remote - - Highly critical - From remote
L
L‘IJ Issued 6 days ago, Updated 2 days ago. Issued 10 January, 2007. Updated 22 January, 2007
& vulnerability has been reported in Microsoft Word, which can Piotr Bania has reported a vulnerability in Adobe Reader, which
be exploited by rmalicious people to compromise a user's can potentially be exploited by malicious people to compromise
system. a user's system.
Release Date: Secunia Advisory ID: Solution Status:
2007-01-11 SAZE703 Unpatched
Criticality: Impact: YWhere:
T Dos Framn remote

System access

Short Description:
LMH has reported a vulnerability in Mac S ¥, which can potentially be exploited by malicious people
to compromise a user's system. [Read More

Release Date: Secunia Advisory ID: Solution Status:
2007-01-08 SAZ3653 Unpatched
Criticality: Impact: Where:

T Privilege escalation Local system

Short Description:
& wvulnerability has been reported in Mac 0% ¥, which can be exploited by malicious, local users to

gain escalated privileges, [Read More
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Why penetration testing?
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Why penetration testing?

. Find out (system) weaknesses from “White hat” hackers (good),
rather than from the “Black hats” (bad).

. Identify and mitigate risks (financial, reputation, loss of productivity,
etc.)

. Reduce potential system downtime, data corruption, data loss, data
leakages due to system insecurity

. Demonstration of due diligence (contribute to a controlled
environment)
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Penetration testing examples

. Internet bank — test of new release of internet banking application
before going live

. Oil company — evaluation of internal network security for sensitive
communications

. Broker company — test of broker website to verify rogue transactions
are not possible

. Customs — test of web application for requesting approval to ship
goods

. Major bank — test to identify weaknesses in left-over modems

. Telecommunications company — test of Voice-over-1P network used
for customer calls

\\ \
\ & = » | . -
: ”., «Q‘\' rb_g y
"‘ = e SO oot a
I——— - s y ’"‘ L&»

fr—
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Types of penetration tests

14 Guest lecture University of Twente — October 18, 2010 © 2010 Deloitte Touche Tohmatsu



Penetration testing — types of tests

Penetration tests

War dialing

Infra security test

RUEIGE

Configuration review

Wireless security test

Webapp security test

Source code review

Physical security test

Social engineering
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War dialing

Dial a set of numbers (or at random) to detect telephony systems
e ldentify“ | i ve” fares, ®ERXNeL.,

» Exploit vulnerabilities to unauthorized access (e.g. default admin
username and password)

Plain Old Telephony System (POTS)

. Tools:

al8] x|
(][ o]
=
* Telesweep Secure
The system's name is UNIX_SV.
Welcome to USL UNIX Sysztem V Release 4.2 Version 1
login:oracle
Password:
-J'}.':J.Ogll'll ERRCGR: Tour Flﬂ:fi-'DL'd hasz E'r:F':I.‘.'E";c
UXiloging TO FIN: Chooze a Néw one
ald passward:
=
irmnid Sl Aok detedt SN0 AR
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Infrastructure security test

. Controlled penetration attempt on an organization’s (internet)
infrastructure

» Can be performed from outside (Internet) or inside (local network)

« Identify and exploit network and system vulnerabilities (e.g. web servers,
database servers, printers, routers, firewalls, workstations)

» Demonstrate unauthorized access to specific resources

Cisco 2600 Router
63.163.105.1

. Phased approach
* Information gathering
Vulnerability identification
» Exploitation

Cisco Router1841 +
FWIVPN
192.168.100.1

Three 24
Port Switches

HP Switch lwhﬂel
|::*:;
Ecometry Server
° Test approach :ggg%r:;?:,:;f igabi Switch 192.168.100.80
 Black box: no knowledge of the infrastructure, no logins | R
R . . 192.168.100.11
 Grey box: logins to the infrastructure provided ExchangeServer 2000 | usersarws ook, 158
- - . 63.163.105.4 DNS’DHC':‘?%;UCE:':HBFS
White box: access to detailed design documents (Emaierver. 0C) | | ’
B ™ Moot
i TOO I S (natlive yet) Ec:?;grgsP1%ns.e1?er rsmgg's‘ imgrﬂrpm
E— (SQL2KS) —
* Nmap port scanner g é
* Nessus vulnerability scanner restror  SES L Guewss DoORSERY
192.168.100.11 (501 2000, SMBFS, Tape _ 192.168.100.4 192.168.100.6

(Print Server, AV Server) packupServer) (11 Audio Recorder) (Manages Front Door)
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Wireless security

. Wireless security test
« Identify rogue access points
 Scan for unsecured wireless networks
» Capture secured network traffic and try to crack the protection

. War driving
» Take your car and laptop

 Drive and scan for (unsecured)
wireless networks

« Tools
» Netstumbler
» Kismet
 Aircrack-ng
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Web application security test

Controlled security review against online application environments
 Can be performed from outside (Internet) or inside (local network)
« Identify and exploit application vulnerabilities

» Demonstrate unauthorized access to specific data, unauthorized
manipulation of data or potential availability issues

Test approach

» Black box: no knowledge of the application, no logins

» Grey box: logins to the application provided ,_

+ White box: access to source code and/or design L) Ao Mutus o ..

documents ] C ¢ nhtpjidemo.testiire.net/bank focin.aspx » O~ F~
Sign In | Contact Uz | Feadback | Search =
_Go |
. OWASPtop 10 AltoroMutual gm TN DEVO
* http://www.owasp.org/ mdex.php/_ P A% —em 2 LTS
Category:OWASP Top_Ten_Project mE S
e Online Banking Login
e Checking
i TOOIS : &‘M‘ Username: | OR 1=1 --'
+ IBM AppScan I IR
L ] er service gin
* Paros web proxy e sushiess
 But: no tool can ever understand the application Sa
. . e Insurance
logic like a human can o Betirement =i
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http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Physical security test

20

Assess the physical security of a location

Collect information
 Collect information and intelligence from open legal sources
» Monitor and study surroundings of target location (incl. human behavior)

 Collect information from the inside (legitimate options, such as a guided
tour)

* ldentify security measures

Analyze collected information
* Document & structure collected information

« Start discussion on potential vulnerabilities, make
list

Assessment of proposed attack models
* Define attack models

 Decide on final model(s)

Execution of penetration test

Guest lecture University of Twente — October 18, 2010
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Social engineering

The act of manipulating people into performing actions or divulging
confidential information TH E A RT U F
DECEPTION

Attacks the weakest link: people " KEVIN D. MTNICK
» Lure employees into providing information A 30
 Talk your way into office buildings
 Impersonation

» Taking advantage of p e o pbuik-in Iselpfulness

. Often used for awareness campaigns (as well as identifying
vulnerabilities)

A CRYPTO NERD'S WHAT WOULD
I MAGINATION 1 ACTUALLY HAPPEN:
. Must read: HIS LAPTDPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
Kevin Mitnick’s “The Art of Deception” | LETS BUILD A MILLION-DOLLAR DRUG HIM AND HIT HIM WITH
r:Lusﬂ:R To CRACK \T- THIS §5 WRENCH UNTIL
NO GooD! [T HE'I'ELlSLJE'IHEPPfﬁ-\-ﬂED_
UoGSe -BIT R?JH" GOT T,
E‘»”L F'LHN
15 FOILED! ™~
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Configuration review

. ldentify weaknesses in configuration of critical assets
* Manual inspection

» Scripts

. Provides insight in security weaknesses that may not become visible
by a network-based test

» Weak password policy

* Vulnerabilities that can only be exploited once access to the asset is
obtained

&[0 Softwarns Rastricc
-3 1P Security Palcies
& () Adminiskrative Tamplates
@ [0 Software Settings
@[] Windows Settings
&) Administr stive Tamplates

Ei— jLi|

i Group Policy Object Editor =10] =|
Ele Action  View Hep
e | B0 X3 @
' Local Computer Poky Polcy / | SecurtySetting |
= ﬂ.whfﬂw&iﬂh | 2 At account logan events Sucoess
# [ Software Settings S A aceount management Success
8-zl “‘mm @?M direckory service access Sucoess
(2] Seripts {StartupfShutd: | B89, i loon events Sucess
= 5_;'-'“5"“:3 @ awsdt: object access Ho suditing
o | ACCourt L @m pokcy change BUCORSE
oy | P ALk privilegs use Mo suditing
28 | B aude process tradking Mo auditing
| B msdit system events Susoess
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aon

._‘;,J.

& 4% 2 https://10.1.1.1:81 /admin/users.php v Gl

) gateway.stress-free.co.nz - Users )
I — M
|
'
'
clarkconnect !
gateway/ server !
'
|
'
|
'
|
'
|
|
- )
Username Full Name Options Action |
david David Harrison 20= # Edt & Delete |
root root - & Edit :
I File Server Folder (=) Mailbox () PPTPVPN ) Shetl | )
|
[t ————————e—————— !
— |
Full Name |
|
Password | Verify | |
Secure Password | Verity | :
Mallbox I= '
File Server Folder r :
PPTP VPN | % '
'
Shell | ® |
o . w
< Add @ Cancel &
.
v
1011181 @
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Source code review

23

ldentify weaknesses in source code of critical
applications

Tool-based testing

e Tests for common “tech

as SQL injection, input validation issues
» Code quality / structure
 Efficient

Manual testing

- Tests for “complicated
only be identified by humans that can understand the
application logic

« E.g.skip 1 step in a 4 step login process, identify
functions with missing checks

* Not efficient, focus on selected critical modules
» Effective
» Often combined with web application security

test
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Penetration test process
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Penetration testing process

. Plan the test
. Reconaissance (explore)
. Assess vulnerabilities

. Exploit vulnerabilities

RECON ASSESS
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Phase 1 - planning

. Objective
 Establish (technical) scope, test approach and communication

. Decide on test scope
» Network IP ranges, types of systems, URLSs, etc. in scope

Discuss appropriate timeframe

Assess potential dangers / problems

Outsourced or managed equipment in / out scope?
Terms and conditions for testing

. Decide on communication

» List of contacts during the test / T %
| »
@
2 ”
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Phase 1 - planning

. Decide on test approach

» Black box: test with no information about the target to be tested
White box: test with information (e.g. system role, software used,
application login)
External or internal testing
Include or exclude Denial-of-Service testing
With notification or stealth (i.e. client staff is / is not aware of tests)

. Preparation of test systems
» Up-to-date tools and utilities
» Enable logging of all activities for documentary evidence

. Also important to remember
 Production systems are usually critical
* Breaking something could be wu
» Expect the unexpected — something can break despite all precautions

27 Guest lecture University of Twente — October 18, 2010 © 2010 Deloitte Touche Tohmatsu



Phase 2 - reconaissance

. Objective
 Gain first insight in the environment being tested

. Consists broadly of:...

 Public Internet information gathering (non-intrusive)
Network architecture and topography mapping
Scanning (port and protocol)
Host identification
Service identification

GET ALL THE
INFORMATION Yo CAN,
We'LL THINK ¢F A
USE FOR (T LATER,
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Phase 2 - reconaissance

29

Methods and tools
* Any search engine

(it i s amazing

wh at

infrastructure, systems used, etc from internet

forums or job advertisements!)

« DNSstuff.com or ripe.net — public information on

the owners of IP addresses

and services offered

[Is Experience

Technical Skills:

Nmap — port scanner; identification of live hosts

- Systerns administrator  support capacity, troubleshooting problems with
Fraofile an LIMES prirmarily (a1 would be praterable but is not essential)

- Knowledge of Profile application including, M Language, PSL, GTM and MTM

processing will be advantageous, But is not esseantial,

- Excellent knowledge of Shell scripting or other scripting languages (Ko,

PERL)

- Fundamental Knowledge of HACMP, Clustering and SAN Storage

technologies.

- Must be able to provide Level 2 support - recreating problems in house

where reguired.
- Knowledge of Basic networking, LAR.
- Systermn Administration toals (Tivali, TSM, TWS, Big Brather)
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netname :
descr:
descr:
descr:
descr:
remarks:
remarks:
remarks:
remarks:
COUntEy:
admin-c:
tech-c:
3tatus:
mnt-kby:
mnt-irt:
3purce:
irt:
address:
address:
address:
address:
address:
address:
rhone:
fax-no:
abuse-mailbox:
signature:
encryption:
admin-c:
tech-c:
auth:
auth:
auth:
remarks:
remarks:
remarks:
remarks:
irt-nfy:
mnt-by:

role:
address:
address:
address:
remarks:
remarks:
remarks:
remarks:
phone:
admin-c:
tech-c:
nic-hdl:

Jource:

130.£89.0.0 - 130.89.255.255

TIHNET

University Twente

Drienerlolaan 3

P.0. Box 217

NL - 7500 RAE Enschede

For general abuse like spam use the address
abusefutwente.nl

For security related contacts use the address
zecurityfutwente.nl

NL

Ins20-RIEE

Ins20-RIEE

ASSIGNED PI

SH-LIB-MNT

irt-SURFcert

RIPE # Filtered

IRT-SURFcert

SURFnet bw

attn. SURFcert

P.0.Box 19035

NL-3501 DR

Utrecht

Netherlands

+31 302 305 305

+31 302 305 329

cert@SURFnet.nl

PGPEEY-ER137DFC

BEPFEEY-ER13TDFC

TI123-RIFE

TT123-RIFE

BEPEEY-ER13TDFC

BEPEEY-£3412581

BEPEEY-3D10C495

emergency phone number +31 622 923 564
timezone GMI+1 (GMI+2 with DST)
https://www.trusted-introducer.crg/teams,/surfcert.html
This is a TI accredited CSIRI/CERT
cert@SURFnet.nl
TRUSTED-INTRODUCER-MNT

ITBE network services

P.0O. Box 217

NL - 7300 AE Enschede

The Netherlands

For general abuse like spam use the address
abuzefutwente.nl

For security related contacts use the address
securityf@utwente.nl

+31 53 489 2311

Ins21-RIFE

Ins2]1-RIFE

Ins20-RIPE

SH-LIR-MNT

RIPE # Filtered
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Phase 3 — assess vulnerabilities

. Objective
 Assess vulnerabilities in the target

. Consists broadly of
« Identification of vulnerabilities in target systems
 Elimination of false positives

. Methods and tools

* Tools —in general: depends on the situation and target — PSS
use the right tool for the right job

» Nmap — port scanner; identification versions of services

runnlng o ] Repert: 0B/03/13 09:54:30 PM - mssion <o v
» Nessus — vulnerability scanner (with database of known S
agm, = otp (123/udp) Synopsis :
vulnerabilities) e e
: . . o S1atcsy | | kbl vherablies.
« Manual techniques —e.g. set up a connection to a service selam B | |0t

i f’n (,x_:?‘mp’ The version of Sun lavs Runtime Ervircnment (IRE) nstaliad on the

by hand, simple use of a web browser S i) | areandby o resocty oo

» Two vuinerabdities in the JRE VM may independently slow
an urtrusted applcation or applet downloadad from &
websko to elrvate &5 pevioges (233321).

« When processieng X5UT traralormaliors, an untruited
apphcation or appiet downloaded from a webste may
be abie to clovate 25 privieges or Couse the JRE to
arash (233322).

~ Theoe buffer overflowes exist in Java Web Start (233323).
= A vunerablity In the Java Plug-n may alow an applet

downioad from o webste o bypass the sar coigin poly
ard exeoute kocal applications (233324).

1€
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Phase 4 — exploit

. Objective
« Exploit vulnerabilities in the target

. Consists broadly of
 Decide on target with identified vulnerabilities
« Make an attack plan (e.g. may be a combination of vulnerabilities)
» Execute and gain access

. Methods and tools
» Manual technigues — since some vulnerabilities are that easy to exploit

» Tools —in general: depends on the situation and target — use the right tool
for the right job

» Metasploit framework
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Phase 4 — exploit

. Metasploit

» An advanced open-source platform for developing, testing, and using

exploit code

» Written in the Perl scripting language and includes various components

written in C, assembler, and Python
 Allows you to customize the payload of
vulnerabilities Metasploit framework

 Select target, select exploit, select
payload, exploit — little knowledge
required

32 Guest lecture University of Twente — October 18, 2010

€ Metasploit Framework Web Console 3.0 - Windows Internet Explorer l&]@l_-z_hj
() - |&] httpy12700:55555/ ~[4s] x |[ Googte P~

W | & Metasploit Framework Web Console 3.0

R~ B v @ v |:hPage v Cf Tools v @~

@ Exploits

4 Audliaries @ Payloads @M Console

[ Sessions € About

Available Exploits (0)

SEARCH

S

3CTftpSve TFTP Lon

This module exploits a st

Available Payloads (2)

Showing all module

Apple Airport 802.11 Probe Respon
Corruption

Done

Metasploit Console (3)

Metasploit Framework Web Console

The Metasploit Framework Web Console was originally developed
by LMH <Imh@info-pull.comz and added to the Metasploit Framework
under the terms of the Metasploit Framework License (v1.2).
Continuing development and maintenance is provided by Metasploit

€ Internet | Protected Mode: On #100% +~
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Reporting

Penetration test reporting
« Explain often complex technical vulnerabilities in a way that:
— Non-technical decision makers understand
— Are detailed enough to provide IT staff guidance to fix the issues

Managament summary
—  Tests performed

Observation

» A (technical) description of the vulnerability found (what is the iccia
where was it found)?

Risk

* What is the risk to the business?

» What is the likelihood the vulnerability will be exploited?
» What is the impact in case the vulnerability is exploited?

Recommendation
» How can the vulnerability be fixed?
 Technical and procedural measures
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Reporting

Test area Observation Likelihood Impact |[Reasoning
Infrastructure Our scan results identified various information High Low Likelihood: High
penetration leakage issues on different systems. Little technical skills are required to
testing view this information. The
Web servers: information is disclosed to anyone
il Disclose internal host names (hamel on the Internet.
and name2)
il Disclose the ASP.NET version used Impact: Low
(1.1.4322) The information obtained only
Firewalls: provides an attacker with
i Disclose an internal host name knowledge for further
(firewallnamel) in the certificates that reconnaissance.
can be downloaded.
91  Disclose their uptime (might provide
information on last patch implemented —
requires reboot).
Infrastructure Web server A contains a vulnerability in the Medium High Likelihood: Medium
penetration Internet Information Server (11S). By exploiting This vulnerability can be exploited
testing this vulnerability we were able to obtain by anyone on the internet and tools

access to various sensitive documents on the
server. Moreover, we were able to stop/start
the webserver.

are available to exploit. However,
advanced technical skills are
required.

Impact: High

The information obtained contained
sensitive business documentation.
Moreover, stopping of the
webserver may lead to disturbance
of the company’s main business
process.
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Penetration test results
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What do we find during penetration testing?

Information leakage and outdated software

Server Error in /' Application.

Error converting data type nvarchar to int.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about t

Exception Details: System.Data.SqlClient.SqlException: Error converting data type nvarchar to int.

Source Error:

An unhandled exception was generated during the execution of the current web request. Informatic
identified using the exception stack trace below.

Stack Trace:

[Sql1Exception (0x80131904): Error converting data type nvarchar to int.]

System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.
System.Data.

Sqlclient.
SqlcTient.
.TdsParser.ThrowExceptionAndwWarning(TdsParserStateObject stateObj) +186
.TdsParser .Run(RunBehavior runBehavior, SqlCommand cmdHandler, SqlDataRe¢
SqlCTlient.
SqlCTlient.
Sqlclient.
Sqlcldient.
Sqlclient.
SqlcTient.
SqlcTlient.
SqlcTlient.

SqlCTient
SqlClient

SqlConnection.OnError (SqlException exception, Boolean breakConnection)
SqlInternalConnection.OnError (SqlException exception, Boolean breakConr

SqlDataReader .ConsumeMetaData() +31

SqlDataReader.get_MetaData() +62

Sq1Command.FinishExecuteReader (SqlDataReader ds, RunBehavior runBehavic
SqlCommand.RunExecuteReaderTds (CommandBehavior cmdBehavior, RunBehavior
SqlCommand.RunExecuteReader (CommandBehavior cmdBehavior, RunBehavior rt
SqlCommand.RunExecuteReader (CommandBehavior cmdBehavior, RunBehavior rt
SqlCommand.ExecuteReader (CommandBehavior behavior, String method) +122
SqlCommand . ExecuteDbDataReader (CommandBehavior behavior) +12

Common . DbCommand . System.Data.IDbCommand.ExecuteReader () +9
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Outdated Verzions of Apache, mod_s=sl OpenSSL & Cold

Fusion.

ESSOLDFUSID

web applicatijon serv

[ Welcome to ColdFusion 4.0.1 ]

e, TE, 12 JU1 ]
1,36 (Unid) mod_$$U2. 31 OpenS50L0.5 38

GETIHTTRA.D

KEN=7 T3

§7 path=/"

As you develop with ColdFusion 4.0

SERCO0RE CFID=1E5 300, pather,
Connachion: close

we're looking forward to working withd - Tve serm

you through our gnling support and
education programs.

Here's where to begin:
What's New in ColdFusion 4.0.1

1 Search J
[etatus done

[ case sensitve | < | >

lengih 2643
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What do we find during penetration testing?

Unprotected or default administrator interfaces

Domino 6.5 Designer Help | www.lotus.com

Domino 6.5 Administrator Help | www.ibm.com

Domino 6 iSeries Help | www.ibm.com/eserverfiseries/domino

File Edit Wew Go Bookmarks Tools Help Notes/Domino Release Notes

€ -9 - § 0 @ oI s

* Home - SAP Enterprise Portal 6.0 || SAP Enterprise Portal 6.0

(@ Tekst opgestagen

(7eet » gocuments I Hew ondersteuning =

lNaam * Grootte Rating 77 Gewijzigd
& uile 1,168 211205 10:20:29
O uitie M a5k8 20-6.0515:23:12
O uitier Mi 48kB 8-11-05 13:46:52
&utleq i 38kB 20-6-06 15:24:11
& uitle 98k8 29-6-06 15:31:25

Sutle 73KB 29-6-06 16:06:04 3 @ beemet | Protected Mode: On %100% v
O utley verlat 5 7KB 15.9.06 12:50:52

Kopléren

Verplastsen

Hernosmen

Verwizing cregren

Kiembord v

erwideren

Toevoegen aan partaalavorieten
“erzenden aan...

Lokaal bewerken

Feedback geven

Details

Done
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What do we find during penetration testing?

Use of default password for system accounts

Database Catalog

@ Ciomain Search
w1 Access Control Lists
By Datahase
By Level
By Mame
- Content
by Author
by Category
by Date
w1 Databases
by Category
by Hierarchy
by Replica ID
by Server
by Title
w1 Domain Intexer Status
by Indexing Server
by Server
File Systems

b csna0.ntf

¥ dbas.ntf

P dbaclentries.nsf
P dblibd. ntf

P decoms ntf

b dircats ntf

¥ discsws0.ntf

¥ discswb.ntf

P doclbms0.ntf

P doclbm6 ntf

¥ doclbss.ntf

¥ doclbs6.ntf

¥ doclbws0.ntf

P doclbw.ntf

4 DOC/dspug.nsf
¥ doldiscsws0.ntf
¥ dolres ntf

4 domcfgs.ntf

4 domefg.nsf

4 domchange ntf
4 domlog.ntf

4 dsgnsyn.ntf

4 dspa.ntf

4 dspd.ntf

4 dspv.ntf

P eventsd nsf

b eventsd._ntf

¥ headline.ntf

P HELP/as400hlp.nsf
P HELP/decsdock.nsf
¥ HELP/decsdoc nsf

B LTI Midals bale oo

& By Person/Server/Group - Intemet Explorer provided by Deloitte ICT Services (=[O [

G U - I, ciicec ko [ [ ] [ooos 2 -

‘ L% dhr |} By Person/Server/Group o~ B ~ &= v [2hPage v {} Tools v
) G) Internet | Protected Mode: On H100% -

v @ Internet | Protected Mode: On *,100%

-

m
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What do we find during penetration testing?

Cross-site scripting

— =
g- Zoeken - Internet Explorer provnded by Delon:te ICT Sennces

He——————

oeken?id= 363&Jaar--1&maand_-1&q %22%3E%3C v | ‘}‘ X |

: o B 2%

Google P~ '

R [(! Zoeken

[ L

Nl v @ v@Pagev@ToolsV ”

Home

Zoeken

Jaar alle jaren «

Windows Internet Expl... &l

d& XSS

[ »

m

rerm:
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What do we find during penetration testing?

Inappropriate content in web root

/3 https:/ s ‘images/Darth¥ader.jpg - Microsoft Internet Explorer -0 x|

File Edit View Favorites Tools Help ‘ o’,’

GBack > B \LL] 1 g.l ;‘ ‘ /f | Search ’ Favorites 624‘ v j;‘i
Adcress @1 vt/ IR ose/Darthader g ERs ey

N

&] Done [ [ [ [ |5 [ mnternet
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What do we find during penetration testing?

Inappropriate content in web root

%3 Mozilla Firefox

File Edit \iew Go Bookmarks Tools  Help

@- - & O D [0 nes G - - Bv| © = (G |

Mrs, S b/1973,0

Mr=,L 19/241958, 1
Hr=, Hi

Mr,jo

Mr= /58,1956, 1

Hr=, 3t C/12/15944,0

Mis=, =/ G/1966, 1

Mis=, L Ho51,1
Mr, Ans EG,12/3/1946,1

Hr=,d 1
Mr, Des 2/3/1966,1

. W
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What do we find during penetration testing?

Interesting documents

| B rohh it Sl Uit Siorbirntind WEI

Ik G2t bt ryme Dok e e 0
IDEHSUSRY W@ - @ o - TIA i3 Tkt - 1 'E’ nf:@wsc:im-a-

. , =

[Pype: Meroncf® Wird Document Auher: 4.0 S0y 009 (B g&e-u-

Technisch Ontwerp

: Active Directory

L

(Poge i~ Secd US| [Miagom Ga Tt CaE T [0 [ T ok oween | QD I T
Boe| DB T oyww | Rrow. | oeies | Moo | opus.. | Wews [ Koo — Hrate. | WERGS 1mm
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What do we find during penetration testing?

... and a number of other things | cannot show you
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Questions and answers
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