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Penetration testing and 
social engineering

Introduction to computer security

1

an overview
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Personal introduction
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Drs. Tom Schuurmans CISSP CEH

• Computer Science – Software Engineering

• Vrije Universiteit Amsterdam 1996-2001

• Deloitte Enterprise Risk Services

• Security & Privacy Services team

• Areas of expertise

• Infrastructure penetration testing

• Web application security assessments & code reviews

• IT Operations security (e.g. security monitoring)

• Security management (e.g. ISO27001/2)

• Fraud management (e.g. eDiscovery, IT Forensics)

• Clients

• International (internet)banks

• Online media companies

• Public sector
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Agenda
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PART 1: an overview

• What is penetration testing?

• Why penetration testing?

• Types of tests

• Test process

• What results do we encounter

BREAK

PART 2: case
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What is penetration 
testing?
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What is penetration testing?
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QUIZ

1. A tactical manoeuvre in American Football?

2. Malicious activities performed by ex-KGB network specialists?

3. Drilling activities performed by oil companies in the desert?

4. Hacking computer systems to gain and sell information?

• A method to evaluate the security of systems by simulating an attack

from a malicious person
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What is penetration testing?
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Risk
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Definitions 

• Threat: The potential for an undesired event to occur. 

• Vulnerability: The existence of a weakness or defect in personnel, 

management processes or deployed technologies. 

• Impact: The cost to business of the threat being exploited

What you can and cannot control

• Threat: Limited control, diminishing all 

the time!

• Vulnerability: Largely controllable – You 

have no-one else to blame for your own faults!

• Impact: Very little control – Inherent to the 

business you are in.

• Managing your vulnerabilities well should 

help a lot!
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Threats                                                                                                                      
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• Viruses

• Worms

• Disgruntled employees

• Hackers

• Espionage

• Phishing scams

• …
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The underground economy
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Vulnerabilities

10



© 2010 Deloitte Touche TohmatsuGuest lecture University of Twente – October 18, 2010

Why penetration testing?
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Why penetration testing?
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• Find out (system) weaknesses from “White hat” hackers (good), 

rather than from the “Black hats” (bad).

• Identify and mitigate risks (financial, reputation, loss of productivity, 

etc.)

• Reduce potential system downtime, data corruption, data loss, data 

leakages due to system insecurity

• Demonstration of due diligence (contribute to a controlled 

environment)
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Penetration testing examples
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• Internet bank – test of new release of internet banking application 

before going live

• Oil company – evaluation of internal network security for sensitive 

communications

• Broker company – test of broker website to verify rogue transactions 

are not possible

• Customs – test of web application for requesting approval to ship 

goods

• Major bank – test to identify weaknesses in left-over modems

• Telecommunications company – test of Voice-over-IP network used 

for customer calls
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Types of penetration tests
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Penetration testing – types of tests
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Penetration tests

External Internal

Infra security test Configuration reviewWar dialing

Wireless security test

Webapp security test

Physical security test

Source code review

Social engineering
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War dialing
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• Dial a set of numbers (or at random) to detect telephony systems

• Identify “live” modems, faxes, PBX, etc.

• Exploit vulnerabilities to unauthorized access (e.g. default admin 

username and password)

• Plain Old Telephony System (POTS)

• Tools:

• Telesweep Secure 
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Infrastructure security test
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• Controlled penetration attempt on an organization’s (internet) 

infrastructure

• Can be performed from outside (Internet) or inside (local network)

• Identify and exploit network and system vulnerabilities (e.g. web servers, 

database servers, printers, routers, firewalls, workstations)

• Demonstrate unauthorized access to specific resources

• Phased approach

• Information gathering

• Vulnerability identification

• Exploitation

• Test approach

• Black box: no knowledge of the infrastructure, no logins

• Grey box: logins to the infrastructure provided

• White box: access to detailed design documents

• Tools

• Nmap port scanner

• Nessus vulnerability scanner
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Wireless security
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• Wireless security test

• Identify rogue access points

• Scan for unsecured wireless networks

• Capture secured network traffic and try to crack the protection

• War driving

• Take your car and laptop

• Drive and scan for (unsecured) 

wireless networks

• Tools

• Netstumbler

• Kismet

• Aircrack-ng
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Web application security test
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• Controlled security review against online application environments

• Can be performed from outside (Internet) or inside (local network)

• Identify and exploit application vulnerabilities

• Demonstrate unauthorized access to specific data, unauthorized 

manipulation of data or potential availability issues

• Test approach

• Black box: no knowledge of the application, no logins

• Grey box: logins to the application provided

• White box: access to source code and/or design 

documents

• OWASP top 10

• http://www.owasp.org/index.php/

Category:OWASP_Top_Ten_Project

• Tools

• IBM AppScan

• Paros web proxy

• But: no tool can ever understand the application 

logic like a human can

http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Physical security test
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• Assess the physical security of a location

• Collect information

• Collect information and intelligence from open legal sources

• Monitor and study surroundings of target location (incl. human behavior)

• Collect information from the inside (legitimate options, such as a guided 

tour)

• Identify security measures

• Analyze collected information

• Document & structure collected information

• Start discussion on potential vulnerabilities, make 

list

• Assessment of proposed attack models

• Define attack models

• Decide on final model(s)

• Execution of penetration test
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Social engineering
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• The act of manipulating people into performing actions or divulging 

confidential information

• Attacks the weakest link: people

• Lure employees into providing information

• Talk your way into office buildings

• Impersonation

• Taking advantage of people’sbuilt-in helpfulness

• Often used for awareness campaigns (as well as identifying

vulnerabilities)

• Must read: 

Kevin Mitnick’s “The Art of Deception”
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Configuration review
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• Identify weaknesses in configuration of critical assets

• Manual inspection

• Scripts

• Provides insight in security weaknesses that may not become visible

by a network-based test

• Weak password policy

• Vulnerabilities that can only be exploited once access to the asset is 

obtained
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Source code review
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• Identify weaknesses in source code of critical 

applications

• Tool-based testing

• Tests for common “technical” vulnerabilities, such 

as SQL injection, input validation issues

• Code quality / structure

• Efficient

• Manual testing

• Tests for “complicated” vulnerabilities, that can 

only be identified by humans that can understand the 

application logic

• E.g. skip 1 step in a 4 step login process, identify 

functions with missing checks

• Not efficient, focus on selected critical modules

• Effective

• Often combined with web application security 

test
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Penetration test process
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Penetration testing process

25

• Plan the test

• Reconaissance (explore)

• Assess vulnerabilities

• Exploit vulnerabilities

PLAN ASSESSRECON EXPLOIT
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Phase 1 - planning
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• Objective

• Establish (technical) scope, test approach and communication

• Decide on test scope

• Network IP ranges, types of systems, URLs, etc. in scope

• Discuss appropriate timeframe

• Assess potential dangers / problems 

• Outsourced or managed equipment in / out scope?

• Terms and conditions for testing

• Decide on communication

• List of contacts during the test
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Phase 1 - planning
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• Decide on test approach

• Black box: test with no information about the target to be tested

• White box: test with information (e.g. system role, software used, 

application login)

• External or internal testing

• Include or exclude Denial-of-Service testing

• With notification or stealth (i.e. client staff is / is not aware of tests)

• Preparation of test systems

• Up-to-date tools and utilities

• Enable logging of all activities for documentary evidence

• Also important to remember

• Production systems are usually critical

• Breaking something could be unhealthy (for the tester’s career)

• Expect the unexpected –something can break despite all precautions
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Phase 2 - reconaissance
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• Objective

• Gain first insight in the environment being tested

• Consists broadly of…

• Public Internet information gathering (non-intrusive)

• Network architecture and topography mapping

• Scanning (port and protocol)

• Host identification

• Service identification
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Phase 2 - reconaissance

29

• Methods and tools

• Any search engine 

(it is amazing what you can find about a client’s IT 

infrastructure, systems used, etc from internet 

forums or job advertisements!)

• DNSstuff.com or ripe.net –public information on 

the owners of IP addresses

• Nmap –port scanner; identification of live hosts 

and services offered
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Phase 3 – assess vulnerabilities
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• Objective

• Assess vulnerabilities in the target

• Consists broadly of

• Identification of vulnerabilities in target systems

• Elimination of false positives

• Methods and tools

• Tools –in general: depends on the situation and target –

use the right tool for the right job

• Nmap–port scanner; identification versions of services 

running

• Nessus –vulnerability scanner (with database of known 

vulnerabilities)

• Manual techniques –e.g. set up a connection to a service 

by hand, simple use of a web browser
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Phase 4 – exploit
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• Objective

• Exploit vulnerabilities in the target

• Consists broadly of

• Decide on target with identified vulnerabilities

• Make an attack plan (e.g. may be a combination of vulnerabilities)

• Execute and gain access

• Methods and tools

• Manual techniques –since some vulnerabilities are that easy to exploit

• Tools –in general: depends on the situation and target –use the right tool 

for the right job

• Metasploit framework 
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Phase 4 – exploit
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• Metasploit

• An advanced open-source platform for developing, testing, and using 

exploit code 

• Written in the Perl scripting language and includes various components 

written in C, assembler, and Python

• Allows you to customize the payload of 

vulnerabilities Metasploit framework 

• Select target, select exploit, select 

payload, exploit –little knowledge 

required
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Reporting
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• Penetration test reporting

• Explain often complex technical vulnerabilities in a way that:

‒ Non-technical decision makers understand

‒ Are detailed enough to provide IT staff guidance to fix the issues

• Managament summary

‒ Tests performed

• Observation

• A (technical) description of the vulnerability found (what is the issue, 

where was it found)?

• Risk

• What is the risk to the business?

• What is the likelihood the vulnerability will be exploited?

• What is the impact in case the vulnerability is exploited?

• Recommendation

• How can the vulnerability be fixed?

• Technical and procedural measures 
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Reporting
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Test area Observation Likelihood Impact Reasoning

Infrastructure 

penetration 

testing

Our scan results identified various information 

leakage issues on different systems.

Web servers:

¶ Disclose internal host names (name1 

and name2)

¶ Disclose the ASP.NET version used 

(1.1.4322)

Firewalls:

¶ Disclose an internal host name 

(firewallname1) in the certificates that 

can be downloaded.

¶ Disclose their uptime (might provide 

information on last patch implemented –

requires reboot).

High Low Likelihood: High

Little technical skills are required to 

view this information. The 

information is disclosed to anyone 

on the Internet.

Impact: Low

The information obtained only 

provides an attacker with 

knowledge for further 

reconnaissance.

Infrastructure 

penetration 

testing

Web server A contains a vulnerability in the 

Internet Information Server (IIS). By exploiting 

this vulnerability we were able to obtain 

access to various sensitive documents on the 

server. Moreover, we were able to stop/start 

the webserver.

Medium High Likelihood: Medium

This vulnerability can be exploited 

by anyone on the internet and tools 

are available to exploit. However, 

advanced technical skills are 

required.

Impact: High

The information obtained contained 

sensitive business documentation. 

Moreover, stopping of the 

webserver may lead to disturbance 

of the company’s main business 

process.
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Penetration test results
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What do we find during penetration testing?

Information leakage and outdated software
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What do we find during penetration testing?

Unprotected or default administrator interfaces
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What do we find during penetration testing?

Use of default password for system accounts
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What do we find during penetration testing?

Cross-site scripting
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What do we find during penetration testing?

Inappropriate content in web root
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What do we find during penetration testing?

Inappropriate content in web root
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What do we find during penetration testing?

Interesting documents

42



© 2010 Deloitte Touche TohmatsuGuest lecture University of Twente – October 18, 2010

What do we find during penetration testing?

… and a number of other things I cannot show you

43
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Questions and answers
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