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Answer 6 out of 8 questions. Each question is worth 15%.

Illegible answers or excessively long answers will not be marked.

1) Smart Cards.

Transaction processing occurs in a data base system but also in the interaction between Java Card and the terminal.
a) Describe briefly transaction processing:

i. in a data base system

ii. for a Java Card

b) Discuss the differences and similarities between these two modes of transaction processing.

2) Crime Science.

a) Describe the steps of a perfect Crime Science experiment.

b) Would the experiment above demonstrate causality or correlation? Explain why this is important.
c) What is click fraud and to which traditional crime does it correspond most?

d) For which cyber crime would a theft index be an effective prevention and why?

3) Risk Assessment.

a) Which are the advantages and disadvantages of qualitative and quantitative approaches in risk management?

b) What are possible strategies to identify software vulnerabilities when performing a vulnerability assessment? Discuss advantages and disadvantages of each approach.

c) Why it is difficult to assess and mitigate availability risks with current methodologies? What could be a possible approach?

3) Biometrics.

a) What is the purpose of template protection?

b) How would you choose the code words for the Juels and Wattenberg fuzzy commitment scheme? Explain why.

c) What should the effect of template protection be on the equal error rate? Why?

5) Cryptography.

a) Show that XOR can be used as a symmetric cipher.

b) Given the definitions below for El-Gamal, show that El-Gamal can be used as an asymmetric cipher.

iii. Multiplicative group: Zn*={1...n-1}

iv. Prime:

n

v. Generator:
g

vi. Private key:
x ( Zn*

vii. Public key:
h = gx
viii. Enc(m,h):
(c,d) = (m hy, gy), where y(R Zn*

ix. Dec((c,d),x):
m’=c/dx
6) Penetration testing.
a) Give the advantages and disadvantages of penetration testing Web applications using the following approaches:

i. Black box 

ii. Grey box

iii. Green box
iv. White box 

b) What percentage of the effort involved in penetration testing is spent on the following activities. Explain why.
i. Using tools

ii. Thinking

iii. Planning

iv. Drinking coffee
c) How can a penetration tester find out from public sources

i. Which technologies his client uses?

ii. Which ip ranges his client uses?
iii. Which mobile phone numbers his client uses?

iv. Which domain names his client uses?
7)  Random numbers.
a) What is the practical difference between true random numbers and pseudo random numbers

b) Give sources of true randomness that can be used in the following devices. Explain why.

i. Smartcards

ii. Mobile phones

iii. A desktop PC

iv. The space shuttle

c) What is the period of the following pseudo random number generator:
i. Prime:

m

ii. Integer > 1:
a, s, c

iii. Initial state:
r0 = s
iv. Current state:
rn+1=(a rn+c) mod m
8) Physical security.

The ACME oil company has just built a new data center to store all the financial transactions between the oil distribution centers. You are the Chief Security Officer (CSO) in the company, and you need to make sure that no unauthorized physical access is allowed to the data servers. You are approached by a company that produces biometric locks to restrict physical access.

a) Biometric access controls in general are more expensive than other electronic access controls. Which arguments would you use in your presentation to management in defense of your choice? (1 paragraph).

b) You need the most secure control for protecting the internal perimeter and the most usable control for protecting the external perimeter. Which two controls would you choose and why? (one paragraph per control).

c) After choosing the type of the control, the company provides you with a few devices with varying properties, such as false rejection rate and false acceptance rate. To ensure the optimal acceptance/rejection rate of the control, which property would you be interested in? Explain the meaning of the property.  (1 paragraph) 

d) After the implementation of the biometric controls, you get a call from security that one of the employees refuses to have her iris information used by a biometric control. Her main argument is: if someone steals her iris information, he can log in to other systems masquerading as her. Since she cannot change her iris, she will be vulnerable of this attack for the rest of her life. What measures have you taken to reassure her?
