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Some (private) history

1980 » Bachelor "Adaptive routing”
* Masters “Connectionless network protocols”
« UT connected to UNET (300 bps)
* Desktops connected via Ethernet
1990 * UT connected to Internet
* End of OSI| “dream”
* First web experiences
* |P seemed to become dominant protocol
2000  End of ATM
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 Internet has been growing
very fast

* Internet has become very
complex

* Too complex to predict its
behavior, even if behavior
of constituent parts is
Known

 Design of core IP layer
is done!

Observation
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Number of Internet Hosts

Source: ISC
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Observation

 Resembles a living
organism

 Measure its health

* Network tomography

United States Japan
China Philippines
Germany Russian Federation
United Kingdom Malaysia

Hong Kong

Brazil
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Internet health measurements

* How is the Internet growing?
— How many users?
— How much traffic?
— What applications are being used?
— Does capacity match demand?

* |s the Internet still healthy?
— Is Quality of Service OK?
— Is it under attack?
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How to measure?

 Passive:
— Netflow

— TCPdump

* Active
—Ping
—Within TCP
—Special probes
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39 Access Router
Dq Optical Swach
NetFlow probe
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« From simple PC

* To expensive cards
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Narrow link
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Narrow link
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* Has been installed in previous years

* Access lines: 10 Gigabit (multiple times)

* Based on A switching

 Direct “optical” connections between end users

« Backbone links: many 10 / 40 Gigabit optical
connections
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SURFnNnet6 Questions

Are such networks still useful?

Does quality, as perceived by the user, still improve?

Isn’t it like increasing the maximum speed of a car
from 200 km/h to 400 km/h?
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SURFnet
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6 Questions

Is the network a performance bottleneck?
Or are End systems the bottleneck?

Or is there no bottleneck at all:
* Application has a streaming nature
* Application has an interactive nature
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Streaming application

time

packets

Fourier analysis
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CONGESTION:

 PACKET LOSS
 DELAY /JITTER

IN WHICH PART OF THE NETWORK?
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SURFnet delay and jitter

Last hour IPv6 maximum RTT SURFnet backbone Last day IPv4 jitter SURFnet backbone
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IF END SYSTEM IS BOTTLENECK

* The receiver cannot process

the data faster %

B

data Hethe =x3
ack (acknt = X2
x3

. . ack acknt =
e The receiver cannot advertise data (nextseq—yg

data neXtSG =x5

a larger receive window m
X6

ack (acknr =
* With better OS settings
bottleneck may disappear
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How much capacity would be needed?

Universiteit Twente - total traffic (5 minute average)
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Other possibilities

 Geo-location of hosts

* Measure background
radiation

 Detect viruses and
worms

» Detect IP spoofing
» Etc. Etc. Efc.

x 10
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* Design of the core Internet is ready

» Consider the Internet to be a living organism

* Measure the health of this “organism”

—Delay
—Loss
—Bandwidth

—Etc. etc. etc.



