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Abstract. This paper presents a framework for monitoring comporent interac-
tions. It is part of a larger component framework built on top of the CORBA
distributed processing environment that supports development and testing of
distributed software applications. The proposed framework considers an OMG
IDL specification as a contract for distributed interactions and allows precise
monitoring of interaction activities between application components. The de-
veloper is not burdened with monitoring issues because al the necessary code
instrumentation is done automatically. The tester is given the opportunity to use
monitoring facilities for observing interactions between distributed component
applications. This paper explains the monitoring framework and reasons about
its expressive power, accuracy and applicability. The approach is validated ina
platform for design, development and deployment of on-line services.

1. Introduction

Distributed multimedia applications are becoming one of the mgjor types of software
used nowadays. At the same time, the fast-paced software market demands for rapid
development of multimedia applications. This leads to reshaping of the software de-
velopment methodology towards the usage of off-the-shelf components for quick
assembly of applications of arbitrary complexity. Unfortunately, the ability to quickly
manufacture software through assembly and configuration of available components
does not guarantee correctness of the solution nor quality of the product.

One way to enhance quality isthrough thorough testing. However, testing of appli-
cations that run in a distributed environment is not an easy task. Distributed
environments usualy consist of several physical machines with different hardware
configurations, having installed different operating systems and middleware software,
and different characteristics of the network connections between them. Thus, testing
in distributed environments introduces additiona aspects to the single-computer case.
This paper presents a framework for monitoring component interactions. It is part of a
larger component framework that is built on top of the CORBA distributed processing
environment, and that supports development and testing of distributed software appli-
cations. The proposed framework considers an OMG IDL specification as a contract



for distributed interactions and alows precise monitoring of interaction activities
between application components. The developer is not burdened with monitoring
issues because dl the necessary code instrumentation is done automatically. The
tester is given the opportunity to use monitoring facilities for observing interactions
between distributed component applications. Monitoring a distributed system requires
both observing system behavior at specific observation (or monitoring) points and
effectively representing the observed informeation in a graphical or textua manner. In
this paper, we only address the first aspect.

The remainder of this paper is organized as follows. Section 2 gives some back-
ground and motivates this paper. Section 3 identifies and analyses basic issues regard-
ing the design of a monitoring framework. Section 4 outlines the architecture of the
framework. Section 5 discusses related work. Section 6 presents our conclusions and
exposes our plans for future work in this area

2. Background and motivation

New technologies, in particular broadband and multimedia technologies, open many
possihbilities for the telecommunications market. In this dynamic environment, new
and innovative services are being invented and introduced at a high speed. These
services exist in alarge variety of application domains, such as on-line entertainment,
tele-conferencing, tele-education, tele-medicine, CSCW, and electronic commerce. In
genera, service providers, service developers, and service users struggle to keep up
with the rate of change and constantly have to adapt their way of work.

Producing high quality software becomes a serious chalenge, since development
and testing of distributed applications requires new methodol ogies and more powerful
tools. Quality testing involves diverse static and dynamic analysis techniques, which
can handle a large number of monitoring states, visualize program behavior, support
off-linelog anaysis, e.g., for the purpose of conformance testing, and others[5].

An important aspect of system design using (de-) composition is that the system
must be verifiable and testable at the abstraction level of its design. For a component
based design this means that not only the behavior of each separate component must
be testable, but also the interactions between the components. For complex systems,
language level debuggers are not very suitable for testing because they have no
knowledge of components and manage distribution in proprietary ways. This means
that tools and techniques are needed that allow a tester to verify and test distributed
systems at higher levels of abstraction, e.g., a the component level. Once a compo-
nent has been identified that does not behave as designed, implementation language
level debuggers can be used to pinpoint the problem within the component. The ma-
jority of software development processes consider software quality during a testing
phase and often alternate testing with the implementation phase. Exercising the pro-
gram code in order to observe its real behavior is the ultimate test for every software
product. Better tools and techniques are needed to hdp the tester carry out the obser-
vation activities through the cyclic devel opment process of distributed applications.

Our approach alows atester to test individual operations on component interfaces
and to generate a sequence diagram as an invocation propagates through the system.



The monitoring system observes invocations a component interface levels and gener-
ates dl the necessary information needed to identify the component, the involved
interface, the operation, the parameter values, etc. The collected monitoring informa-
tion can be used for generating graphical representations of compl ete sequence dia-
grams of the component interactions. During system testing, the output of the moni-
toring process can be used for conformance tests with the system design specification.
In order to contribute to solutionsin this area, we set ourselves the following goals:
1. Provide a basic monitoring framework for dynamic analysis of distributed compo-
nent applications, enabling tracing of distributed component interactions through
the system at runtime.
2. Automate any code instrumentation needed for monitoring in the development
process, so that the developer will nat be burdened with monitoring issues.
3. Prove that the approach is redistic by implementing a prototype of the monitoring
system.
The monitoring framework has been designed and implemented within the co-
operating research projects FRIENDS [10] and AMIDST [11]. A monitoring proto-
type has been devel oped within the FRIENDS project. This prototype has been inte-
grated with the Distributed Software Component (DSC) [1, 2] model used in the
FRIENDS integrated services platform.

3. Problem Analysis

This section identifies and analyses the following basic requirements, which are es-

sential to our gods:

» Accuracy - relates directly to the granularity of the observed information, the fre-
quency of the measurements and the information model of monitoring events;

» Expressive power - enables precise verification techniques like conformance test-
ing using formal methods. The expressive power of the monitoring system rests on,
for example, the ordering and causality information that can be retrieved from the
generated monitoring events,

* Applicability - has to do with the software devel opment process, how easy it is to
incorporate, manage and use the monitoring framework. Another important issueis
the performance and flexibility of the system at runtime.

We use the following terminol ogy to further explain and discuss these requirements.
The monitoring system operates on applications - the targets that have been modi-

fied to facilitate a monitoring framework. A target consists of software units of distri-
bution called entities. The framework monitors application behavior and as a result
produces monitoring events. With application behavior we refer to the interaction
patterns between the entities of an application. A processin this paper is equivaent to
athread of execution. An execution environment corresponds to the operating system
running on acomputer that iswired to a communication network.



3.1 Inter action contr acts

We assume that the monitored distributed application consists of entities that inter-
act with each other via a communication network. Further on in this paper, we spe-
cidize entities into DSC components for the purpose of the prototype of our frame-
work.

The contemporary middleware platforms employ interaction contracts for standard-
izing the interactions between software entities. An example of such a contract is the
OMG IDL specification. An example of a middleware platform is CORBA. The
monitoring framework we offer is built around the notion of an interaction contract.
For the purpose of building our prototype we chose CORBA to provide the contract
for interacti ons between the entities of the distributed application.

InFig. 1, entity A interacts with entity B using an interaction contract. The contract
contains a set of services (IDL operations) that one of the entities explicitly provides
(implements) and the other entity uses (invokes). In CORBA, the definition of inter-
actions through a contract is unidirectional, unlike, for example, a bi-directiona
communication channel. Referring again to Fig. 1, Entity A has the role of initiator
that calls an operation on the implementation of the contract in entity B.

fffffffffffffffff

,,,,,,,,,,,,,,,,

/

Fig. 1. Points of observation. Entity A interactswith B and itself.

We define the monitoring framework to observe entity interactions at the level of the
contract. Every service in the contract is monitored and every value related to this
service isrecorded. The frequency of the measurements performed by the framework
is determined by the monitored entities, which invoke services using the contract. Fig.
1 depicts how the framework observes entity interactions at monitored points.

Since the design and the implementation of the application entities follow exactly
the contract definition, the monitoring framework will be able to monitor any applica-
tion designed and implemented with this middleware. The prerequisites are such that
the implementation of the monitoring framework conforms to the computational
model of the middleware and the developers conform to the interaction contracts used
with the particular middleware.

3.2 Execution model, order and causality relations of events

At any moment, distributed applications consist of a number of asynchronous proc-
esses that execute different tasks. Each process generates a sequentia stream of



events. The processes communicate by passing messages using the available commu-
nication environment [8]. The exchange of a message also generates events in each
one of the participating processes. Without restrictions we assume that process execu-
tion and message transfer are asynchronous, and the communication environment is
finite and unpredictable. The processes, messages and events are main actors in the
execution model of the distributed application.

The computational modd of the middleware may influence the execution model of
the distributed application. For example, a particular middleware product may allow
usage of different policies for assigning of processes to interactions between entities.

In general, an interaction between two entities can be mapped to a message ex-
change between two processes within these entities. Neverthel ess, there are cases, in
which entity interactions cannot be mapped to process message exchange, as for ex-
ample when two entities share the same execution environment.

Processes are called collocated if they act on the same entity. Entities are called
collocated if they share the same execution environment. Normally, an execution
environment corresponds to the operating system running on a physical node, how-
ever, in some cases, e.g. as for the Java Virtua Machine, it is possible to run severa
execution environments on one physical node.
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Fig. 2. Entities and processes deployed over execution environments and processes.

We take collocation into account as it relates directly to sharing common resources,
e.g., memory space. Fig. 2 shows how several entities interact. Processes A and B are
collocated processes, as are C, D and E, whereas entity B and C are collocated enti-
ties. Process C finishes after sending "Msg 2" to process D, which is created at the
time the message is sent to it and dies after sending a message to process E. Process D
is shared between entities and performs a direct method call ("Msg 3") across the
boundaries of entities. This example comes from our experience using ORB imple-
mentations that opti mize interactions between collocated entities, so that the usage of
the communication environment is circumvented. Note tha only the thick arrows
depict entity interactions that are observed by our monitoring framework.

The monitoring framework captures its measurements into standalone events that
can be stored to persistent media or can be sent to a consumer application (monitor)
that further analyses them. In the monitored system, these events are generated in a



particular order. Distributed systems often operate in an environment of network
delays and other unpredictable factors that may lead to receiving eventsin a different
order than the order in which they were generated. There are different approaches that
deal with this ordering problem. We employ solutions using alogica timestamp that
isrecorded in the event (See[8])

The monitoring of causality is useful to assess the correct working of applications.
For example, it helps the tester to reason about the actua source of runtime errors
during the testing phase of the software devel opment process.

In an execution environment of asynchronous processes, the order relation pro-
vided by logical clocksis aso acausal relation. However, the shared memory solution
to retrieve ordering information within an entity does not alow one to keep track of
causal relations anymore, since delays are introduced as a result of applying a scheme
for sequential access to the shared logical clock.

After investigating severa particular technologies, like the Java platform and the
CORBA Interceptor standard, we have developed a technique for propagating the
ordering information between collocated processes within the same entity. This tech-
nique alows us to restore causality information in a generic way, without entering a
conflict with a black-box approach.

4. Technology solutions

In this section we investigate available technologies that can be used to build the
monitoring framework, and we outline the software architecture of our prototype.

4.1 Black-box approach

An entity can be instantiated and configured as a part of an application. Deciding on
what is an entity in the application influences the granularity of the monitoring sys-
tem. Granularity does not really put restrictions on the monitoring system, as the
entity-based observation model does not have a notion of what is inside the entity.
Entity candidates in our system are CORBA objects (each one implementing asingle
interface) and software components (based on a particular component mode [4]).

When we started this work, we had the DSC framework [2] available. DSC offersa
component model similar to the CORBA component model [7], alowing rapid
development of distributed components. Although components can be large entities,
we have chosen granularity for three reasons. (1) component technology enters the
software industry at afast pace; (2) we had an advanced component framework avail-
able for experiments; and (3) components can be approached as black boxes [4].

DSC components use the CORBA middleware as distributed processing environ-
ment. In CORBA, interaction is done through invoking operations on an interface
implementation. Furthermore, invocations can be synchronous and asynchronous.

The process semantics behind the synchronous and asynchronous invocations is
not explicitly defined in the CORBA standard. Fig. 2 shows that sometimes messages
passed between entities are not messages between processes but rather method calsin
the same process and this depends only on the deployment of the entities, e.g. whether



they are collocated within the same execution environment or not.
We consider a component as a black-box designed and implemented by a third-party
following a particular component model. Observable events, which occur in a compo-
nent, are lifecycle events and interaction events. Lifecycle events reate to creation
and destruction of a component instance, announcement of explicit dependencies and
implemented interfaces, suspend or resume of component instances, etc. Lifecycle
events occur within one process and are not related to the communication between
processes. These events receive their timestamps by using the shared memory scheme
Interaction events are aresult from an invocation of an operation from one component
on an IDL interface implemented by another component.

To order the monitoring events, the monitoring framework relies on propagating
monitoring information & ong with the invocations between components.

4.2 Context Propagation

In order to trace the propagation of an invocation through the system, each invocation
is transparently tagged with context information, which is updated at each monitoring
point. The context is adata structure that encapsulates value of alogical clock, causa -
ity information, etc. The context is propagated between interacting components.

Two particul ar problems have to be solved with respect to the context propagation:
* Sending context from one component to another, in a generic way;

» Propagating context through the black box of the custom component implementa-
tion, in ageneric way.

Reflective technology alows us to isolate the monitoring specific code into separate

facilities and libraries, that will leave component devel opers free of concerns about

the monitoring during design and implementation phases. In our gpproach we have

investigated CORBA Interceptors, reflection on the thread model through Java and

CORBA Portable Object Adapter (POA).

CORBA provides the interceptor mechanism to reflect on the invocation model by
offering low level access to the CORBA request/reply object. Our monitoring scheme
uses interceptors (message and process level) to pass monitoring context between
components.

The black box approach interferes with the mechanism for propagating context in-
side the components of the distributed application. For example, when an invocation
enters a component, it may be assigned to a process executing custom code that cre-
ates a number of parallel processes, each one following arbitrary interaction patterns
with other components (Fig. 3). This custom code may be built by a third-party or in
generd is encapsulated in an off-the-shelf component.
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Fig. 3. Process assigned to an incoming invocation creates a second process.

We use the ThreadLoca Java class to assign context to processes (threads of execu-
tion) in a generic way [9]. The advance of the logical clock follows the origina rule.
We aso use the InheritableThreadlocal Java class to propagate the monitoring infor-
mation when a process creates another process (typica fork' in the execution) inside
the black box.

Neverthel ess, a generic scheme for tagging messages between threads of execution
within the Java Virtual Machine is not available. For example, reflection on the mes-
sage exchange (i.e. synchronization) between threads of execution allows us to propa-
gate context within the component implementation. The current prototype of our
monitoring framework can only partialy restore causality relations between monitor-
ing events.

The CORBA POA specification defines the execution semantics of the CORBA
invocation. ORB implementations that conform to POA always call the stubsin skele-
tons. This dlows us to correctly generate interaction events when the ORB performs
invocation optimization for collocated components, i.e. one process handl es the com-
ponent interaction.

4.3 Configurability

Our implementation of the monitoring framework employs techniques like intercept-
ing and tagging interactions between application components, generating and sending
monitoring events to consumer applications (Fig. 4), and others. This behavior trans-
lates into high CPU utilization and frequent network transfers of monitoring events.
Thus depending on the number of application components being monitored per execu-
tion environment and in the whole system, the overall performance of the target ap-
plication is lower and the system may degrade to an unacceptable level.

We believe the solution to the performance problem is in a flexible monitoring
framework, that does not empl oy bottleneck sol utions. Configurability of the monitor-
ing architecture in the component can be used to lower the CPU utilization in the
physical node where components execute.
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Fig. 4. Events and Event filters are delivered through the notification service.

Inside the component, we define two types of configurability: static and dynamic.
Static configurability comprises reconfiguration activities that require stopping, re-
configuring (e.g. recompiling) and restarting of the component instances. The process
is supported by monitoring tools. Depending on the IDL and a static description of
what should be monitored inside, such tools determine whether component code will
be modified to produce monitoring events or not.

Dynamic configurability does not require stopping and restarting of the component
instances. Instead of this, the component implements a specid interface that alows
dynamic reconfiguration of the internal monitoring architecture, eg., what for mes-
sage types will be produced, turning on/off interception of particular interfaces, etc.

Dynamic configuration is preferable, because it does not put restrictions on the
lifecycle of the components. Nevertheless, we choose to split configuration into static
and dynamic, because some of the technologies (particular ORB implementations,
Java, C++ compilers) dlow only a static approach to some of the reconfiguration
schemes, as for example the activation of interceptors. Moreover, when we choose not
to monitor a system, a performance increase may be achieved with the help of stetic
reconfiguration by removing al monitoring hooks. Another way of reducing work-
load at the components is to decouple components that act as event producers from
event consumers. Decoupling can be achieved by using an event service like the
CORBA natification service, such that components do not have to hold references to
the event consumers anymore. Instead, a reference to the event channel is held and
events are sent only once to the channel, compared to the sol ution where several con-
sumers must explicitly be notified of the same event. Decoupling aso increases the
scal ability of the monitoring framework and thus of the applications facilitated by the
framework.

The CORBA natification service standard defines event filters. Thesefilters encap-
sulate the request of the consumer application for particular events. Furthermore,
event filters are propagated from the consumer through the notification service, to the
sources of events - the components (Fig. 4). The monitoring framework can use the
event filters for dynamic reconfiguration at the components.



4.4 Modular architecture

The architecture of the monitoring framework is modular and scalable. Inside the
components, the monitoring architecture is based on the Portable Stub and Skeleton
architecture as defined in [12].

The IDL compiler generates a pair of Stub and Skeleton dlasses for each interface
type encountered in the IDL specification file. The Skeleton class is the base class
from which the user-created implementation class must inherit. The Skeleton class
contains an _invoke() operation that has the following signature:

publ i c org.onmy. CORBA. portabl e. Qut put St ream
_invoke(String nethod,

or g. ong. CORBA. portabl e. | nput Stream i nput,

or g. ong. CORBA. port abl e. ResponseHandl er handl er) throws
or g. ong. CORBA. Syst emExcept i on;

The body of the _i nvoke operation tests the value of parameter net hod, ex-
tracts the method parameters from the i nput parameter and invokes the method in
the implementation class.

The Stub class is used as a locd proxy for a (possibly) remote object. It imple-
ments all the operations of the target CORBA object. Within user-created implemen-
tation code a reference to a Stub object is obtained by narrowing a CORBA object
reference to the appropriate type. When an operation is invoked on the Stub object, a
CORBA request is assembled which contains the name of the operation, its parameter
values and the destination. The request is further trandated into an 110P request and
transmitted over the network by the ORB. The Skeleton and Stub classes mark the
entry and exit points of an invocation on a component interface. Custom monitoring
interceptor code executes just before and after each invocation, generates context
information and prepares a monitoring event. Once the system is sufficiently tested,
the monitoring code can be removed by recompiling the IDL files without using the
monitoring IDL compiler tool.

Local monitor objects encapsulate functiondity for processing the monitoring

events like, assigning the proper context to an event, queuing and scheduling events
for delivery to the consumer applications (CentralizedMonitor), switching between
different event delivery policies (direct send, using notification service, logging to
local persistent media) and others.
The CentraizedMonitor is an event consumer application that is capable of analyzing,
storing, and presenting monitoring events to the component tester. The Centralized-
Monitor component maintains several anaysis tools (ObserverGUI objects) that ana-
lyze and represent event information properly to the component tester.

4.5 Infor mation mode

A monitoring event is a persistent object that contains a number of datafields.
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Fig. 5. Monitoring event structure.

Theinformation model consists of three groups of fields: time, address, and informa-
tion (Fig. 5). The time group contains a fixed set of fields that captures ordering and
causality information. The address group contains a fixed set of fields with informa-
tion about the source of the event. The information group contains variable fidds,
depending on the event type. For example, an interaction event captures information
about interface (interaction contract) id and type, operation name, and parameter
values.

4.6 Development process and test cases
A distributed application can be a large composition of components, interacting with

each other through their CORBA interfacesin a distributed environment.
Fig. 6 shows the DSC component devel opment process.

[ [ |
|

' Template ! o
Compongnt | Generation Implementation | Build Deployment
specification |! I | &

oL, |t Tt T T P f ' Usage
Descriptors) ackaging (T esting)
Time

Fig. 6. Phases of the component development process essertial to the monitoring framework.

DSC components are described in component specifications. A component specifica
tion is the input for the automated monitoring tools. Explicit dependencies and IDL
types are the most important entries from the component specification, used during
the component build and packaging phases for generation of the augmented with
monitoring code stubs and skeletons (Fig. 6).

Once the components are packaged they can be deployed in an execution environ-
ment where monitoring tools are executed to observe the behavior of the distributed
component application. Application testers follow a common scenario: starting of all
centralized monitor components, running the application and usage of the analysis
tools provided by the centralized monitoring application.

The central monitoring application is an event consumer specialized in collecting
all events from the monitored system. From a GUI at the central monitor, the tester is



able to select entry or exit (interaction) points of the component test subjects and to
assign them textual label values.

Thelabel isthen propagated with every interaction at each interaction point.

The monitor records the events it receives to a persistent storage. One of the
graphical representations of the collected events is a Message Sequence Diagrams
(MSD) viewer. Note that our notation is an extension of a subset of the ITU notation
for message sequence charts [6]. We have also developed a visua tool dlowing the
application tester browse the complex parameters of the CORBA invocations.

4.7 Prototype

This section reports on different technology specific issues encountered during the
implementation of the monitoring framework prototype.

The prototype currently does not use a CORBA Noatification Service because no
suitable commercial or freeware implementations were available to us.

The monitoring framework supports the following ORBs. Orbacus for Java 3.3,
JacORB 1.0 beta 15, JavaORB 2.2.4, Visibroker for Java 3.4.

The monitoring framework makes use of the POA and the Interceptors i nterfaces.
We encountered many problems with incorrect implementations of the POA and
Interceptor specifications resulting in a submission of a number of reports to the ven-
dors (Visibroker, JacORB, JavaORB, Orbacus).

The mechanism for propagating context between the components has been imple-
mented using CORBA Interceptors. The specification allows generic access to the
assembled request object of the CORBA invocation. The CORBA request format
contains a specific fied for this purpose: the service context field. This field can hold
an array of service contexts that is transparently passed from client to server and vice
versa. Below isthe Java declaration of the service context field in aCORBA request:

Publ i c org.ong. | OP. Servi ceCont ext[]
servi ce_cont ext;

Each service context consists of a numeric identifier and a sequence of bytes. In
case of arequest from client to server it is used to propagate information about the
execution context of the client object to the server; in case of a CORBA reply it con-
tains information about the execution context of the server object that may be exam-
ined by the client.

Below isapart of the Java source code of the ServiceContext class.

package org.ong. | OP;

public final class ServiceContext inplenents
or g. ong. CORBA. portabl e. | DLEntity

{

public int context_id;
public byte[] context_data;

A unigque number was chosen to identify the DSC monitoring context in a sequence
of service contexts.

At some point before the actual execution of a CORBA request (or reply) we need
to insert the service context into the message. In asimilar way we need to anayze the



service context that was propagated back from server to client in the reply to the re-
guest. The custom CORBA interceptors we provide, insert the context in the request
at the outgoing points and retrieve context at the incoming points. For a detailed ex-
planation of interceptors the reader is referred to the ORB manuas or the OMG
documents about interceptors [14].

DSC monitoring uses message-level interceptors, which provide low-level access
to the CORBA request/reply at the following four points:
+ a theclient side - before sending the request and after receiving the reply;
+ a the server side - after receiving the request and before sending the reply.

Our framework performs instrumentation of the Stubs and Skeletons that can be
replaced by the recently accepted Portable Interceptors submission [13], once imple-
mentations become available.

5. Related work

In [8], Rayna gives an overview of the methods for capturing causality in distributed
systems. He defines an execution model of processes that pass messages between
each ather. In this environment Raynal describes the logical clock schemes for captur-
ing order and causality of messages. Our monitoring framework uses Raynal's tech-
nique, however, our execution environment has constraints such that not all messages
can be tagged with the necessary information. After applying a shared memory solu-
tion for propagating context between the processes within an entity, our framework is
capable to employ the logical clock technique and restore order. Nevertheless, be-
cause of the shared memory approach, the causality relation in the execution model is
broken and a separate solution is sought in order to track causality in the system.

In [15], Logean describes a method for run-time monitoring of distributed applica-
tions that supports a software devel opment process. His approach employs ordering
technique deriving from logical clocks. The level of entity granularity is the CORBA
object. Our framework enhances this approach with introduction of the entity.

The configuration of the monitoring code in the Logean's method can be dynamic
and supported by tools. By applying notification service, our approach introduces
additional scheme for decoupling event sources from event consumers. Additionally,
the monitoring framework supports severa event types, ordering within multithreaded
components, a tester tool for labeling invocetions, support for different ORB imple-
mentations, and support for optimized i nvocations between collocated entities sharing
one execution environment.

6. Conclusions

We succeeded to define a framework for the monitoring of component interactions,
which has sufficient expressive power, alowing formal analyses to be performed. The
information generated by the framework accurately follows the interaction contract,
which alows monitoring of most applications implemented using contracts.

The monitoring framework seamlessly integrates in the component devel opment



process, by providing automated tool support for al activities related to monitoring.
The technologies used to implement the prototype are standard, the framework is
flexible and configurable. The emphasis of the proposed monitoring architectureis on
dynamic reconfiguration of the monitoring output (through event filters) as opposed
to static reconfiguration broadly suggested by previous work done in this area.

The prototype of the monitoring framework is used for testing of services deve -
oped for alarge application framework [10]. The component tester can make use of
several facilities to track invocations, like the centralized monitor and the Message
Sequence Diagram viewer.

The current framework supports only partia capturing of causality. In order to im-
prove the opportunities for performing formal analysis, we need to extend the causa -
ity support in the framework.

Provided aforma model of the behavior of a distributed system, conformance test-
ing can be done assisted by atool. For this purpose, a mapping has to be created from
the execution model of the monitoring system to the formal model describing the
system behavior [16].

The monitoring framework can be specialized to support extension of distributed
applications with generic monitoring functionality. The ultimate god is to define a
flexible framework that alows introduction of new application components into leg-
acy distributed systems at reduced cost. All observation-related functionality neces-
sary for the operation of the new application components will be defined as reconfigu-
raion of the monitoring code in the legacy system. For example, using our
framework, introduction of an accounting facility can be achieved by reconfiguring
the legacy components to produce only events related to the accounting domain.

We intend to develop a generic architecture for development of monitoring appli-
cation components. Such components use the basic event information modd, combine
it with a static data mapping and translate the monitoring information to a specific
application domain. For example, monitoring events delivered to an accounting appli-
cation components can be trandated through static mapping to the terminology of the
accounting domain.
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